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Purpose of this document 

This document describes how to install the PowerSyncPro Service.  There are additional documents that 

you should refer to.  These are the Prerequisites document and the Configuration guide which can be 

obtained from the following locations: 

https://downloads.powersyncpro.com/current/PSPSync-Prerequisites.pdf  

https://downloads.powersyncpro.com/current/PSPSync-ConfigurationGuide.pdf  

 

Before you start 

Please ensure you have read the Prerequisites document and are building a supported scenario for 

PowerSyncPro.  

 

Source Files 

Download the latest installation files from https://powersyncpro.com/resources  

Service Accounts 

Choose which service account you are going to use to run the PowerSyncPro service: 

1. Group Managed Service Account from Active Directory (preferred) - 

https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/service-accounts-

group-managed  

2. Traditional Service Account from Active Directory 

3. Traditional Service Account from the local server 

4. Network Service 

 

SQL Recovery Model 

Consider setting the recovery model to Simple, unless you are backing up the database and want an 

ability to roll forward the log files 
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SQL Memory 

As SQL Server loves to take all the memory it is worth considering setting the maximum allowed to be 

consumed to half of the installed memory, leaving enough for the PowerSyncPro application 

 

 

Firewall Configuration 

 

The firewall configuration will depend on the strategy for the publishing the PowerSyncPro endpoint the 

migration agent will connect to. Our preferred option is to have some kind of reverse proxy, Application 

Gateway, Load Balancer or similar in front of the PowerSyncPro Server.  That way the PowerSyncPro 

server can have a port opened from that appliance to the PowerSyncPro server, and it is the appliance 

that is published to the Internet for all Migration Agents to connect to. 

 

If the default TCP ports 5000/5002 are used then the PowerSyncPro Server must have an Inbound rule 

for TCP Port 5000-5001 ALLOW for all to ensure that Windows Workstations can connect to pull down 

Runbooks and upload status activity, and that the PSP remote agents can connect. 

Hardening Recommendations 

In production environments we recommend usual hardening to keep the service as secure as possible, 

this includes: 

1. Disable SSL, TLS 1.0 and TLS 1.1 on the PSP Server https://learn.microsoft.com/en-us/windows-

server/identity/ad-fs/operations/manage-ssl-protocols-in-ad-fs  

2. Disable less secure ciphers on the PSP Server http://www.waynezim.com/2011/03/how-to-

disable-weak-ssl-protocols-and-ciphers-in-iis/  

http://www.powersyncpro.com/
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3. Use https throughout, this could be via Application Gateway, IIS Reverse Proxy, Firewall 

restrictions, etc.  If using IIS then consider enabling HSTS to ensure https is used and reduce the 

possibility of MITM attacks 

4. Consider limiting the hostnames that are allowed, be that via reverse proxy settings, or directly 

by adding AllowedHosts to appsettings.json https://learn.microsoft.com/en -

us/aspnet/core/fundamentals/servers/kestrel/host -filtering?view=aspnetcore-8.0 

5. Consider using HSTS to further guard against MITM attacks. https://learn.microsoft.com/en -

us/iis/get -started/whats-new-in-iis-10-version-1709/iis-10-version-1709-hsts 

 

 

PowerSyncPro Service 

Install PowerSyncPro Service 

On the server that will be hosting the PowerSyncPro service: 

 

Choose and create a download directory for your source files 

e.g. C:\SOURCE 

Download or copy the PowerSyncPro MSI to C:\SOURCE 

Double click the PowerSyncProInstaller.msi  

/ƭƛŎƪ άbŜȄǘέ 
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Choose new or accept the default destination folder and click 

άbŜȄǘέΦ 

 
If PowerSyncPro Migration Agent is used then {ŜƭŜŎǘ ά[ƛǎǘŜƴ 

ƻƴ ŀƭƭ ƛƴǘŜǊŦŀŎŜǎέ ŀƴŘ ŎƭƛŎƪ άbŜȄǘέ 

 

Otherwise leave ά[ƛǎǘŜƴ ƻƴ ŀƭƭ ƛƴǘŜǊŦŀŎŜǎέ ōƭŀƴƪΣ ŀƴŘ ŎƭƛŎƪ 

άbŜȄǘέ 

 

N.B., the MSI picks the next available port after 4999, so there 

is potential for the port to be a number higher than 5000 due 

to prior software installations. 

 
Configure your {v[ ŎƻƴƴŜŎǘƛƻƴ κ tƻǊǘ ŀƴŘ ŎƭƛŎƪ άbŜȄǘέΦ 

 

e.g. 
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Accept the default Database name άPowerSyncProDbέ and 

ŎƭƛŎƪ άbŜȄǘέΦ 

 

 
Specify the service account you are going to use to run the 

PowerSyncPro service 

If you are using a gMSA then just the Username is required 

CƭƛŎƪ άbŜȄǘέ 

 

 
Choose and configure reverse proxy settings if these will be 

used, otherwise just cƭƛŎƪ άbŜȄǘέΦ 

 

Please refer to the Prerequisites document to ensure that IIS 

is installed and configured ready for the reverse proxy 

configuration 
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/ƻƴŦƛǊƳ ǎŜǘǘƛƴƎǎ ŀƴŘ ŎƭƛŎƪ άLƴǎǘŀƭƭέΦ 

 

 
The installer will: 

Create the SQL database όƛŦ ƛǘ ŘƻŜǎƴΩǘ ŜȄƛǎǘύ. 

Add the service account specified as DB Owner. 

/ǊŜŀǘŜ ǘƘŜ ŦƻƭŘŜǊ άtƻǿŜǊ{ȅƴŎtǊƻέ ǳƴŘŜǊ άtǊƻƎǊŀƳ CƛƭŜǎέ ŀƴŘ 

copy the code across. 

Create a folder at C:\ProgramData\Declaration 

Software\PowerSyncPro 

/ǊŜŀǘŜ ǘƘŜ ŦƻƭŘŜǊ άtƻǿŜǊ{ȅƴŎtǊƻ[ƻƎǎέ ƛƴ ǘƘŜ Ǌƻƻǘ ƻŦ /Υ - This 

will contain additional PowerSyncPro logs for any 

troubleshooting. 

Install PowerSyncPro service. 
 

PowerSyncPro database created. 
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/ƭƛŎƪ άCƛƴƛǎƘέΦ 
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Start PowerSyncPro Service 

You should now be able to open a browser and go to http://localhost:5000.  (The port 5000 is the 

default port, but may differ if you chose another port during installation).  The service may take a minute 

for the service to fully start. 

 

Log in with default credentials: 

Username:  admin 

Password:  default is 123qwe, change it ASAP 
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Upgrade PowerSyncPro Service 

To upgrade PowerSyncPro download the latest files from the download site, then on the server hosting 

PowerSyncPro: 

 

¶ Navigate to wherever you downloaded the PowerSyncPro 

software update. 

¶ Double click PowerSyncProInstaller.msi 

¶ Click Next 

 
¶ Accept all the defaults and click άLƴǎǘŀƭƭέΦ 

 
¶ Upgrade will commence. 
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¶ PowerSyncPro database updated. 

 
¶ /ƭƛŎƪ άCƛƴƛǎƘέΦ 

 
¶ Open a browser and go to http://localhost:5000.   

¶ You can confirm the updated version by looking at bottom 

right corner of webpage. 
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Repair PowerSyncPro Service 

 

¶ Navigate to C:\SOURCE 

¶ Double click PowerSyncProInstaller.msi 

¶ /ƭƛŎƪ άbŜȄǘέΦ 

 
¶ /ƘƻƻǎŜ άwŜǇŀƛǊέΦ 

 
¶ /ƭƛŎƪ ƻƴ άwŜǇŀƛǊέΦ 
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¶ The repair will commence. 

 
¶ /ƭƛŎƪ άCƛƴƛǎƘέΦ 
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Uninstall PowerSyncPro Service 

 

¶ Navigate to C:\SOURCE 

¶ Double click PowerSyncProInstaller.msi 

¶ /ƭƛŎƪ άbŜȄǘέΦ 

 
¶ /ƘƻƻǎŜ άwŜƳƻǾŜέΦ 

 
¶ /ƭƛŎƪ ƻƴ άwŜƳƻǾŜέΦ 
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¶ PowerSyncPro will be removed. 

 
¶ /ƭƛŎƪ άCƛƴƛǎƘέΦ 
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PowerSyncPro Sync Agent 

Note that the PSP Sync Agent URL MUST point directly at the PowerSyncPro service on the remote 

agents port.  Since we use gRPC, it cannot go via a reverse proxy or anything that terminates and 

reestablishes the SSL connection, but it can be directed via our PowerSyncPro Proxy Agent. 

Install Sync Agent 

On the server that will be hosting the PowerSyncPro Sync Agent service, ensure that you have done the 

prerequistes, and then: 

 

Choose and create a download directory for your source files 

e.g. C:\SOURCE 

Download or copy the PowerSyncPro MSI to C:\SOURCE 

Double click the PSPSyncAgentInstaller.msi  

/ƭƛŎƪ άbŜȄǘέ 

 
Choose new or accept the default destination folder and click 

άbŜȄǘέΦ 
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Specify the pre-ǎƘŀǊŜŘ ƪŜȅ ŀƴŘ t{t ¦w[ ŀƴŘ ǘƘŜƴ ŎƭƛŎƪ άbŜȄǘέΦ 

It will be prepopulated if running the msiexec command. 

 
Specify the service account you are going to use to run the 

PowerSyncPro service.  This can be a local account 

If you are using a gMSA then just the Username is required 

/ƭƛŎƪ άbŜȄǘέ 

 

 
ŎƭƛŎƪ άLƴǎǘŀƭƭέΦ 
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The installer will: 

/ǊŜŀǘŜ ǘƘŜ ŦƻƭŘŜǊ άPSP Sync Agentέ ǳƴŘŜǊ άtǊƻƎǊŀƳ 

Files\Declaration Softwareέ ŀƴŘ ŎƻǇȅ ǘƘŜ ŎƻŘŜ ŀŎǊƻǎǎΦ 

Install PowerSyncPro Sync Agent service. 

 
/ƭƛŎƪ άCƛƴƛǎƘέΦ 

 
 

Configuration of the agent is covered in the PowerSyncPro Configuration Guide 
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Upgrade Sync Agent 

To upgrade PowerSyncPro download the latest files from the download site, then on the server hosting 

PowerSyncPro: 

 

¶ Navigate to wherever you downloaded the PowerSyncPro 

software update. 

¶ Double click PSPSyncAgentInstaller.msi 

¶ Click Next 

 
¶ CƭƛŎƪ άLƴǎǘŀƭƭέΦ 
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Installer will ask to elevate to Administrative permissions 

 
¶ Upgrade will commence. 

 
¶ /ƭƛŎƪ άCƛƴƛǎƘέΦ 
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Repair Sync Agent 

 

¶ Navigate to C:\SOURCE 

¶ Double click PSPSyncAgentInstaller.msi 

¶ /ƭƛŎƪ άbŜȄǘέΦ 

 
¶ /ƘƻƻǎŜ άwŜǇŀƛǊέΦ 

 
¶ /ƭƛŎƪ ƻƴ άwŜǇŀƛǊέΦ 
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