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Purpose of this document 

This document describes how to install the PowerSyncPro Service.  This document is intended for 

PowerSyncPro version 3.3.x 

 

Before you start 

Please ensure you have read the Prerequisites document and are building a supported scenario for 

PowerSyncPro.  There are additional documents that you should refer to. 

 

These are the Prerequisites document and the Configuration guide which can be obtained from the 

following locations: 

https://downloads.powersyncpro.com/current/PSPSync-Prerequisites.pdf  

https://downloads.powersyncpro.com/current/PSPSync-ConfigurationGuide.pdf  

 

Source Files 

Download the latest installation files from https://powersyncpro.com/resources  
 

Service Accounts 

Choose which service account you are going to use to run the PowerSyncPro service: 

1. Group Managed Service Account from Active Directory (preferred) - 

https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/service-accounts-

group-managed  

2. Traditional Service Account from Active Directory 

3. Traditional Service Account from the local server 

4. Local System 

 

SQL Recovery Model 

Consider setting the recovery model to Simple, unless you are backing up the database and need the 

ability to roll forward the log files. 
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Figure 1 SQL Database Recovery Model 

 

SQL Memory 

As SQL Server loves to take all the memory it is worth considering setting the maximum allowed to be 

consumed to half of the installed memory, leaving enough for the PowerSyncPro application 

 

 
Figure 2 SQL Memory 

 

Firewall Configuration 

The firewall configuration will depend on the strategy for publishing the PowerSyncPro endpoint the 

migration agent will connect to. Our preferred option is to have some kind of reverse proxy, Application 

Gateway, Load Balancer or similar in front of the PowerSyncPro Server.  That way the PowerSyncPro 
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server can have a port opened from that appliance to the PowerSyncPro server, and it is the appliance 

that is published to the Internet for all Migration Agents to connect to. 

 

If the default TCP ports 5000/5001 are used then the PowerSyncPro Server must have an Inbound rule 

for TCP Port 5000-5001 ALLOW for all to ensure that Windows Workstations can connect to pull down 

Runbooks and upload status activity, and that the PSP remote agents can connect. 

 

For Windows workstation migrations we recommend fronting the PowerSyncPro server with a reverse 

proxy and have workstation connect on TCP Port 443 (https) 

 

Hardening Recommendations 

In production environments we recommend server hardening to keep the service as secure as possible, 

this includes: 

1. Disable SSL, TLS 1.0 and TLS 1.1 on the PSP Server https://learn.microsoft.com/en-us/windows-

server/identity/ad-fs/operations/manage-ssl-protocols-in-ad-fs  

2. Disable less secure ciphers on the PSP Server http://www.waynezim.com/2011/03/how-to-

disable-weak-ssl-protocols-and-ciphers-in-iis/  

3. Use https throughout, this could be via Application Gateway, IIS Reverse Proxy, Firewall 

restrictions, etc.  If using IIS, then consider enabling HSTS to ensure https is used and reduce the 

possibility of MITM attacks 

4. Consider limiting the hostnames that are allowed, be that via reverse proxy settings, or directly 

by adding AllowedHosts to appsettings.json https://learn.microsoft.com/en-

us/aspnet/core/fundamentals/servers/kestrel/host-filtering?view=aspnetcore-8.0 

5. Consider using HSTS to further guard against MITM attacks. https://learn.microsoft.com/en-

us/iis/get-started/whats-new-in-iis-10-version-1709/iis-10-version-1709-hsts 

6. Restrict access to Logon page from the internet.  Restrict access to Logon page from the 

internet. - PowerSyncPro 
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PowerSyncPro Service 

Install PowerSyncPro Service 

On the server that will be hosting the PowerSyncPro service: 

• Choose and create a download directory for your source files e.g. C:\SOURCE 

• Download or copy the PowerSyncPro MSI to C:\SOURCE 

• Double click the PowerSyncProInstaller.msi 

 

The installer will: 

• Create the SQL database (if it doesn’t exist) 

• Add the service account given SQL logon rights, and specified as DB Owner 

• Create the folder “PowerSyncPro” under “Program Files” 

• Create a folder at C:\ProgramData\Declaration Software\PowerSyncPro 

• Create the folder C:\PowerSyncProLogs 

o This directory will contain additional PowerSyncPro logs for troubleshooting 

• Create PowerSyncPro service 

• If you have not installed the ASP.NET Core Runtime prerequisites the installer will prompt 

 

PowerSyncPro Setup 

 
Figure 3 PowerSyncPro Setup 
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User License Agreement 

Accept the License Agreement 

 
Figure 4 User License Agreement 

 

Destination Folder 

Choose new or accept the default destination folder and click “Next”. 

 
Figure 5 Destination Folder 
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Configure Remote Agents 

Choose whether you will Enable Remote Agents and if you will use a Self-Signed Certificate or an existing 

one.  Choose your TCP Port number that Remote Agents should connect on.  The default port is TCP Port 

5001.  We recommend keeping this value unless you have an unresolvable port conflict on TCP Port 

5001. 

 

 
Figure 6 Configure Remote Agents 

 

Choose Ports (PSP Service) 

Choose Service Ports.  By default, PowerSyncPro uses TCP Port 5000 for the service.  We recommend 

keeping this value unless you have an unresolvable port conflict on TCP Port 5000. 

 

NOTE: The installer picks the next available port after 4999, so there is potential for the port to 

be a number higher than 5000 due to prior software installations. 

 

If PowerSyncPro Migration Agent will be used, then Select “Listen on all interfaces” and click “Next” 
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Figure 7 Choose Ports 

 

SQL Connection 

Configure your SQL connection / Port and click “Next”.  If you are not using SQL Server instances then 

leave Instance blank. 

 

 
Figure 8 SQL Connection 

 

SQL Database 

We recommend accepting the default Database name of “PowerSyncProDb” and click “Next”. 
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Figure 9 SQL Database 

 

Service Account 

Specify the service account you are going to use to run the PowerSyncPro Windows Service.  The 

account you choose here must have the appropriate rights to run as service on this server. 

 

If you are using a Group Managed Service Account (recommended), then only the Username is required 

here e.g. CONTOSO\gMSA-PSP$ 

 

Password is not required. 
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Figure 10 Service Account 

 

Reverse Proxy 

Please refer to the prerequisites document to ensure that IIS, URL Rewrite and Application Request 

Routing are installed and configured ready for the reverse proxy configuration. 

 

Using an IIS reverse proxy allows you to have a friendly endpoint name bound to an SSL certificate using 

TCP port 443.  This means the port extension on the Migration Agent URL will not be required during 

that installation.  The IIS Reverse Proxy will redirect traffic to the Kestrel back-end. 
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Figure 11 Reverse Proxy 

 

If you wish to configure a Reverse Proxy, you must tick the box. 

 

Note that a configuration here will overwrite any existing web.config (usually in C:\inetpub\wwwroot) 

 

• IIS Website: You can accept the default unless you have specific reason not to 

• Domain to Rewrite to: This is the friendly endpoint FQDN name your remote agents will connect 

to.  You should have a DNS record for this to the PSP Server. 

o This does not need to be prefixed with http(s) 

• SSL Certificate:  If you have an existing certificate, you can choose it here, or elect to create a 

new self-signed certificate.  We recommend 3rd party trusted SSL certificate if you will be using 

PowerSyncPro Migration Agent on Windows Workstations that will be connecting on from the 

internet.  Any SSL Cert you choose here should be configured in your IIS Bindings. 

o You can initially opt to use self-signed here and update IIS bindings later after you 

procure a 3rd party cert 

 

 
Figure 12 Choose SSL Certificate 
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URL Rewrite 

This is what the URL rewrite option looks like in IIS 

 
Figure 13 URL Rewrite rules 

 

Ready to install PowerSyncPro 

Confirm settings and click “Install” 
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Figure 14 Ready to install PowerSyncPro 

 

 
Figure 15 Installing PowerSyncPro 
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Installation complete 

 
Figure 16 Installation complete 

 

PowerSyncPro Service 

You should now be able to open a browser and go to http://localhost:5000.  (TCP Port 5000 is the 

default port but may differ if you chose another port during installation). 

 

The default logon details are admin and 123qwe.  Please change the password as soon as possible. The 

service may take a minute for the service to fully start.  PowerSyncPro has a dependency on SQL to start. 
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Figure 17 PowerSyncPro Service 

 

PowerSyncPro Configuration 

Now move to the PowerSyncPro Configuration document. 

https://downloads.powersyncpro.com/current/PSPSync-ConfigurationGuide.pdf  
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Upgrade PowerSyncPro Service 

To upgrade PowerSyncPro download the latest files from the download site.  In-place upgrade is 

supported and recommended. 

You do NOT need to uninstall the previous version if it is the same major release.  E.g. 3.x 

On the server hosting PowerSyncPro: 

 

Backups 

It is recommended to back up the following files before upgrading: 

"C:\inetpub\wwwroot\web.config" 

"C:\Program Files\PowerSyncPro\appsettings.json" 

"C:\ProgramData\Declaration Software\PowerSyncPro\*.*" 

Take a SQL back up of your PowerSyncProDb 

Export your current configuration from within the PowerSyncPro console 

 

• Navigate to wherever you downloaded 

the PowerSyncPro software update. 

• Double click PowerSyncProInstaller.msi 

• Click Next 
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• Accept all the defaults and click “Install”. 

 

• Upgrade will commence. 

 
• PowerSyncPro database updated. 
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• Click “Finish”. 

 

• Open a browser and go to 

http://localhost:5000.   

• You can confirm the updated version by 

looking at bottom right corner of 

webpage. 
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Repair PowerSyncPro Service 

Backups 

It is recommended to back up the following files before upgrading: 

"C:\inetpub\wwwroot\web.config" 

"C:\Program Files\PowerSyncPro\appsettings.json" 

"C:\ProgramData\Declaration Software\PowerSyncPro\*.*" 

Take a SQL back up of your PowerSyncProDb 

Export your current configuration from within the PowerSyncPro console 

 

• Navigate to C:\SOURCE 

• Double click PowerSyncProInstaller.msi 

• Click “Next”. 

 

• Choose “Repair”. 
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• Click on “Repair”. 

 

• The repair will commence. 
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• Click “Finish”. 

 
 

  

http://www.powersyncpro.com/
mailto:info@powersyncpro.com


 

Declaration Software Ltd | www.powersyncpro.com  | T. +44 20 3880 2772 | info@powersyncpro.com   

Room 73, Wrest house, Wrest Park, Silsoe, Bedford, England, MK45 4HR  

24 

Uninstalling PowerSyncPro 

Backups 

It is recommended to back up the following files before upgrading: 

"C:\inetpub\wwwroot\web.config" 

"C:\Program Files\PowerSyncPro\appsettings.json" 

"C:\ProgramData\Declaration Software\PowerSyncPro\*.*" 

Take a SQL back up of your PowerSyncProDb 

Export your current configuration from within the PowerSyncPro console 

 

• Navigate to C:\SOURCE 

• Double click PowerSyncProInstaller.msi 

• Click “Next”. 

 

• Choose “Remove” 

 

http://www.powersyncpro.com/
mailto:info@powersyncpro.com


 

Declaration Software Ltd | www.powersyncpro.com  | T. +44 20 3880 2772 | info@powersyncpro.com   

Room 73, Wrest house, Wrest Park, Silsoe, Bedford, England, MK45 4HR  

25 

• Click on “Remove” 

 

• PowerSyncPro will be removed 
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• Click “Finish”. 

 
 

If you are genuinely fully uninstalling PowerSyncPro - never to reinstall then you may wish to consider 

deleting: 

 

"C:\Program Files\PowerSyncPro " 

"C:\ProgramData\Declaration Software\PowerSyncPro\*.*" 

 

Registry Key: 

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Declaration Software 

 

The SQL database PowerSyncProDb 
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PowerSyncPro Remote Sync Agent 

Note that the PSP Sync Agent URL MUST point directly at the PowerSyncPro service on the remote 

agents port.  Since we use gRPC, it cannot go via a reverse proxy or anything that terminates and re-

establishes the SSL connection, but it can be directed via our PowerSyncPro Proxy Agent. 

 

Pre Shared Key 

You must create the Pre Shared Key in advance: 

Note that the Domain Name is the FQDN of the Domain where the agent is to be installed 

 

 
 

The Machine Name is only the hostname of the Member server running the Remote Sync Agent. 

 

 
 

 
 

 

Certificate 

You must create a Certificate in the PowerSyncPro Console in advance of installing the Remote Agents. 
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Install Sync Agent 

On the server that will be hosting the PowerSyncPro Sync Agent service, ensure that you have done the 

prerequisites, and then: 

 

Choose and create a download directory for 

your source files e.g. C:\SOURCE 

Download or copy the PowerSyncPro MSI to 

C:\SOURCE 

Double click the PSPSyncAgentInstaller.msi  

Click “Next” 
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Choose new or accept the default 

destination folder and click “Next”. 

 
Specify the Pre Shared Key you created 

earlier and PowerSyncPro end-point URL and 

then click “Next”. 

 

This must not be the reverse proxy style 443 

one.  You must use the TCP port 5001 direct 

to Kestrel. 

 

It will be prepopulated if running the 

msiexec command. 

 
Specify the service account you are going to 

use to run the PowerSyncPro service.  This 

can be a local account 

If you are using a gMSA then just the 

Username is required 

Click “Next” 
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click “Install”. 

 

 
The installer will: 

Create the folder “PSP Sync Agent” under 

“Program Files\Declaration Software” and 

copy the code across. 

Install PowerSyncPro Sync Agent service. 
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Click “Finish”. 

 
 

Configuration of the agent is covered in the PowerSyncPro Configuration Guide. 
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Upgrade Sync Agent 

Unless otherwise instructed you can simply run the latest MSI to perform an upgrade. 

 

Uninstall / Reinstall – not recommended 

If you opt to first uninstall and re-install any remote agents then you must delete the agent from 

the PSP Server, delete all the Declaration Software Registry keys and then go through the 

process of creating a new Pre Shared Key for this Agent and approving it after install and 

configure 

 

To upgrade PowerSyncPro download the latest files from the download site, then on the server hosting 

PowerSyncPro: 

 

• Navigate to wherever you downloaded the 

PowerSyncPro software update. 

• Double click PSPSyncAgentInstaller.msi 

• Click Next 
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• Click “Install”. 

 
Installer will ask to elevate to administrative 

permissions 
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• Upgrade will commence. 

 

• Click “Finish”. 
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Repair Sync Agent 

 

• Navigate to C:\SOURCE 

• Double click PSPSyncAgentInstaller.msi 

• Click “Next”. 

 
• Choose “Repair”. 
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• Click on “Repair”. 

 
• The repair will commence. 
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• Click “Finish”. 
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Uninstall Sync Agent 

 

• Navigate to C:\SOURCE 

• Double click PSPSyncAgentInstaller.msi 

• Click “Next”. 

 
• Choose “Remove”. 
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• Click on “Remove”. 

 
Elevation will be asked for 
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• PowerSyncPro will be removed. 

 
• Click “Finish”. 
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PowerSyncPro Password Agent 

Note that the PSP Password Agent URL MUST point directly at the PowerSyncPro service on the remote 

agents port.  Since we use gRPC, it cannot go via a reverse proxy or anything that terminates and 

reestablishes the SSL connection, but it can be directed via our PowerSyncPro Proxy Agent. 

 

Install Password Agent 

On the server that will be hosting the PowerSyncPro Sync Agent service, ensure that you have done the 

prerequisites, and then: 

 

The Remote Password Agent requires Microsoft Visual C++ Redistributable 

(https://aka.ms/vs/17/release/vc_redist.x64.exe) 

 

The primary purpose of the password agent is to support modern passwords where the environment has 

been configured to no longer use RC4 and only use AES/SHA for password hashes. It intercepts the 

password and uses that to set the password on the target directory in near real time. With this method it 

is important that the target’s password complexity requirements are the same or less restrictive than 

the source. 

 

NOTE: Due to the password filter being used, the Password Agent must be installed on all 

Domain Controllers in your environment, specifically any Domain Controller where a user is 

likely to change their password. 

 

Choose and create a download directory for 

your source files e.g. C:\SOURCE 

Download or copy the PowerSyncPro MSI to 

C:\SOURCE 

Double click the 

PSPPasswordAgentInstaller.msi  

Click “Next” 
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Choose new or accept the default destination 

folder and click “Next”. 

 
Specify the Pre Shared Key you created earlier 

and PowerSyncPro end-point URL and then 

click “Next”. 

 

This must not be the reverse proxy style 443 

one.  You must use the TCP port 5001 direct to 

Kestrel. 
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click “Install”. 

 

 
The installer will: 

Create the folder “PSP Password Agent” under 

“Program Files\Declaration Software” and 

copy the code across. 

Create a folder at C:\ProgramData\Declaration 

Software\Password Agent 

Install PowerSyncPro Password Agent service. 
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Click “Finish”. 

 
The server will need to be rebooted to 

activate the password filter 
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Upgrade Password Agent 

Unless otherwise instructed you can simply run the latest MSI to perform an upgrade. 

 

Uninstall / Reinstall – not recommended 

If you opt to first uninstall and re-install any remote agents then you must delete the agent from 

the PSP Server, delete all the Declaration Software Registry keys and then go through the 

process of creating a new Pre Shared Key for this Agent and approving it after install and 

configure 

 

To upgrade PowerSyncPro download the latest files from the download site, then on the server hosting 

PowerSyncPro: 

 

• Navigate to wherever you downloaded the 

PowerSyncPro software update. 

• Double click PSPPasswordAgentInstaller.msi 

• Click Next 
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• Click “Install”. 

 
• Upgrade will commence. 
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• Click “Finish”. 
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Repair Password Agent 

 

There is no option to repair the password agent, please uninstall and re-install 
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Uninstall Password Agent 

 

• Navigate to C:\SOURCE 

• Double click PSPPasswordAgentInstaller.msi 

• Click “Next”. 

 
• Choose “Remove”. 
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• Click on “Remove”. 

 
• PowerSyncPro will be removed. 
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• Click “Finish”. 
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PowerSyncPro Agent Proxy 

Install Agent Proxy 

• Choose and create a download directory for your source files e.g. C:\SOURCE 

• Download or copy the AgentProxyInstaller.msi to C:\SOURCE 

• Double click the AgentProxyInstaller.msi 

 

Welcome to the PowerSyncPro Agent Proxy Setup Wizard 

 
 

Destination Folder 
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PSP Connection Configuration 
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PSP Host URL and PSP REST URL 

This is the fully qualified SSL enabled endpoint name of your PowerSyncPro server.  This should not have 

any trailing characters e.g. /Agent 

 

Confirm that you can reach that endpoint from this server 

 

This is the value that will be re-written by the Agent Proxy service from the value that is received by the 

Remote Sync Agent or Remote Password Agent that is returned by the Active Directory SCP value. 

 

e.g.  

If your SCP entries are listed as: https://pspproxy1.contoso.com:5001 and 

https://pspproxy2.contoso.com:5001that is the FQDN of the Agent Proxy servers then the Remote Sync 

Agent and Password Sync Agent will use https://pspproxy to communicate back and forth. 
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The Agent Proxy server will rewrite requests it receives at https://pspproxy[x].contoso.com:5001/Agent 

to https://pspserver.contoso.t2t.dev:5001/Agent in the example above. 

 

HTTPS Certificate 

This certificate must be trusted by all Remote Agents connecting to this proxy server.  If you already 

have an SSL certificate on this server you can use that, or you can import a new one in advance, 

otherwise the installer can create one for you.  If you choose to have the installer create one then you 

must remember this is a self-signed certificate and will need to be imported on all Remote Agent servers 

that need to contact this Remote Agent Proxy Server. 

 

 
 

Create New 
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This will be seen at Certificates (Local Computer) after completion. 

 

 
 

Ready to install PowerSyncPro Agent Proxy 
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Installing PowerSyncPro Agent Proxy 
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Completed the PowerSyncPro Agent Proxy Setup Wizard 
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Windows Service 

After successful installation you will see the Windows Service running 
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Registry 

The following values will be seen in the registry 

 
 

Firewall 

You will need an inbound firewall rule for TCP port 5001 and TCP Port 443 on this server for the Agent 

Proxy to receive requests. 

 

You can use the following at an elevated command prompt: 

netsh advfirewall firewall add rule name="PSP Proxy Service" dir=in 

action=allow protocol=TCP localport=5001,443 
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SCP Script 

Service Connection Points 

Service Connection Points (SCPs) serve as directory objects that store information about services and 

their network locations, enabling seamless client access to these services.  SCPs play a vital role in 

environments where services need to be easily accessible and discoverable, ensuring efficient 

communication and operational continuity across the network. 

 

Distributable Script Manage-PSPSCP.ps1 

Use the Manage-PSPSCP.ps1 to create and configure your SCP entry and populate the attribute 

serviceBindingInformation.  You can download the script from GitHub ( 

https://github.com/PowerSyncPro/MigrationAgent ) 

 

Options 

List the SCP if available - without any parameters 

./Manage-PSPSCP.ps1 

 

Add URL to a new or existing SCP 

./Manage-PSPSCP.ps1 -ProxyURL https://pspproxy1.contoso.com:5001 

./Manage-PSPSCP.ps1 -ProxyURL https://pspproxy2.contoso.com:5001 

 

Remove a URL from the SCP 

./Manage-PSPSCP.ps1 -ProxyURL http://something:5000/agent -Remove 

 

Remove the SCP altogether 

./Manage-PSPSCP.ps1 -Remove 

 

Upgrade Agent Proxy 

Unless otherwise instructed you should simply run the latest MSI to perform an upgrade. 

Uninstall / Reinstall – not recommended 

If you opt to first uninstall and re-install any remote agents then you must delete the agent from 

the PSP Server, delete all the Declaration Software Registry keys and then go through the 

process of creating a new Pre Shared Key for this Agent and approving it after install and 

configure. 
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Uninstall Agent Proxy 

Go to Add/Remove programs and choose Uninstall. 

 

 
To completely uninstall delete the registry keys at: 

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Declaration Software 
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Troubleshooting PowerSyncPro 

You will find detailed logs in the C:\PowerSyncProLogs folder.  If no logs are generated, then check that 
the service can start and that the service account has full control on the C:\PowerSyncPro Logs folder. 
 

Already exists in the database 

When the service account already exists in the SQL database then the following warning is shown.  The 

installation will continue and complete successfully 

 

Installer fails to complete 

If the installer fails to complete, then the first port of call is to check the Application Event log to see if 

any errors are shown.  If not, then check C:\PowerSyncProLogs\Logs.txt 

 

If there are no errors there then run the msi again but with the standard verbose logging switch, e.g. 

 

msiexec.exe /i C:\Source\PowerSyncProInstaller.msi /L*vx! 

C:\PowerSyncProInstall.log 

 
Service won’t start 

Check that the service account has the right to run as a service 
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