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PowerSyncPro Overview 

Directory Synchronization  
PowerSyncPro addresses identity management in coexistence, modernization, or migration 
scenarios by synchronising users, groups, and members. It ensures these elements stay current, 
like how Entra Connect Sync synchronises from Active Directory to Entra ID. Full imports and syncs 
for hundreds of thousands of objects are completed in minutes, while delta runs finish in seconds 
or minutes. 
 
Designed with Microsoft 365 and Entra ID in mind, PowerSyncPro supports Microsoft 365 tenant-to-
tenant migrations and divestitures. It also synchronizes objects from Google Workspace to Entra ID 
or Active Directory.  PowerSyncPro can be hosted in a DMZ or Azure with lightweight Sync Agents in 
the client infrastructure.  
 
Active Directory Migrations  
PowerSyncPro also facilitates Active Directory migrations by making objects in a target Active 
Directory ready for migration or cutover. It synchronizes all or a subset of attributes and can 
synchronize SID to SIDHistory and passwords, enabling a seamless transition. PowerSyncPro can 
synchronise modern passwords where RC4 has been disabled. 
 
Windows Workstation Migration Agent  
The migration agent ensures quick user setup following a migration event by reconfiguring the 
device join state, Windows User Profiles, and application workloads. Typically, workstations 
migrate in less than 30 minutes, supporting tens of thousands of machines migrating in parallel and 
eliminating the need to replace or rebuild devices. All managed from a central dashboard with 
monitoring and reporting. 
 

Release Notes 
Current GA versions release notes are available here: 
https://downloads.powersyncpro.com/current/PSPSync-ReleaseNotes.pdf  
 

Introduction 

Before configuration and deployment into a production environment you should complete your 
requirements gathering and design phase. A good understanding of attributes is required to ensure 
you maximise the best possible result. 
 
You should consider in particular; attribute mappings and attribute manipulation to rewrite 
attributes as needed to your target directory, especially mail, userPrincipalName, proxyAddresses, 
targetAddress and how theses should be handled pre and post migration if that is your project type. 

http://www.powersyncpro.com/
mailto:info@powersyncpro.com
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This configuration guide assumes that you have successfully completed the PowerSyncPro Server 
installation  and prerequisites including any required firewall changes to support network 
requirements and that you have created the appropriately permissioned source and target Service 
Accounts, Group Managed Service Accounts, Entra App registrations, Google Service Account, SSL 
Certificates and any other Active Directory requirements to support password sync and SID History 
sync. 
 
This document does not seek to be a design document or provide advice on project delivery. 
 
All screenshots contained in this document are representative examples taken from test and demo 
lab environments. 
 

Prerequisites 
https://downloads.powersyncpro.com/current/PSPSync-Prerequisites.pdf 
 

Installation Guide 
https://downloads.powersyncpro.com/current/PSPSync-InstallationGuide.pdf 
 

End-User License Agreement 
https://downloads.powersyncpro.com/current/Declaration -Software-End-User-License-
Agreement.pdf  
 

Global Settings 

First login . 
First time login credentials will be provided by support. 
 

http://www.powersyncpro.com/
mailto:info@powersyncpro.com
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Figure 1 PowerSyncPro Login Screen 

 

Users 
Default  User: We strongly recommend changing the default Admin password at first logon, and 
then create dedicated logons for operators. 
 

 
Figure 2 update Password and Logout 

 
Adding a User 
From tenant settings, choose Users 
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Figure 3 Configure Users 

 
And then Create 

 
Figure 4 Create new user 

 

User Roles 
There are seven defined User roles available to choose from.  
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Figure 5 PSP Users Roles 

 
Role Description  

Tenant Admin 

Overall admin within PSP, including Tenant Settings, and adding and 

removing tenants. Multi -tenant feature is reserved for future use and 

should not be configured 

Sync Admin Able to fully administer all screens in the Sync Service area of PSP 

Sync Operator  
Able to run the schedule but not update the configuration, able to 

view all screens in the Sync Service area of PSP 

Sync Viewer Able to view all screens in the Sync Service area of PSP 

Agent Admin Able to fully administer all screens in the Migration Agent area of PSP 

Agent Operator  
Able to schedule migrations but not update the configuration, able to 

view all screens in the Migration Agent area of PSP 

Agent Viewer Able to view all screens in the Migration Agent area of PSP 

Figure 6 PowerSyncPro User Roles 

Licences 
Your partner or PowerSyncPro directly will supply you with a valid licence key to support your 
deployment. Either Directory Sync only, Workstation migration Only, or both. PowerSyncPro 
DirSync is fully functional without a licence key - with the exception of export objects. 
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When requesting a licence you will need to provide the FQDN fully qualified domain name(s) of the 
Domain(s) in scope, and the Azure tenant name(s) ( *.onmicrosoft ) for Entra ID if being used - for all 
directories. e.g. 
 
¶ contoso.local  

¶ fabrikam.local 

¶ consto.onmicrosoft.com  

¶ fabrikam.onmicrosoft.com  

 
Select ά¢Ŝƴŀƴǘ {ŜǘǘƛƴƎǎέ on top right of webpage and select ά[ƛŎŜƴŎŜǎέ 

 

 
Figure 7 Tenant Settings, Licences 

 

 
9ũŔĦťШљ ĬĬњШċŰĬШƓċƚƣĲШŔŰШƣőĲШũŔĦĲŰĦĲШťĲǃШprovided 
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Figure 8 Add new licence 

 
One applied successfully your licenses will appear like this: 
 

 
Figure 9 Successful Licence applied 

 

Staging Mode 

PowerSyncPro can be configured with a warm standby to support upgrades or DR. This option can 
be chosen during the installation screens,  
 

 
Figure 10 Enable Staging Mode 

 
or afterwards in the UI 
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Figure 11 Enable Staging Mode 

 

 
Figure 12 Staging Mode Enabled 

 
Staging mode will run IMPORT & SYNC but not EXPORT. 
 

NOTE: Configurations changes made on your primary server are not automatically 
replicated to the Staging Server unless you are considering SQL always on, or SQL 
clustering, mirroring or log shipping. 

 

SQL Database Backup / Restore 
You can create a backup of the production PSP Server SQL database and restore that SQL 
database to your staging environment. However, you need to be aware that there are encrypted 
tables in SQL that are tied to the service account that created them. 
 
When installing and configuring the staging server and you have elected to restore the production 
server SQL database, then you must also copy the .dat files found in C:\ProgramData\Declaration 
Software\PowerSyncPro to the same location on the staging server 
 
¶ PowerSyncProData.dat 

¶ PowerSyncProData.Local.dat 

http://www.powersyncpro.com/
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If you have elected to restore the production server SQL database, then you must also use the 
same service account on both servers that run the PowerSyncPro service itself. Our 
recommendation is using a single Group Managed Service Account across the two servers. 
 
Finally copy over any certificates used by the SSL endpoint. 
 
When PowerSyncPro Migration Agent Migration History  
NOTE: When PowerSyncPro Migration Agent is being used, only the Primary Server will host 
information about the migration history of Windows Devices that have reported in. So, if you are 
likely to need to operate from the staging server for an extended duration, then you should consider 
a periodic SQL backup/restore. We do support any form of SQL Clustering or HA, but only one 
PowerSyncPro service should be running against a single database. 
 
Endpoints  
Finally, it is worth noting that your Remote Agents and Migrations Agents will be configured with a 
single URL that is pointing at the primary server. These will all need to be updated in the event of an 
extended failover to staging. 
 

Schedule 

 
 
The schedule controls how often you want the automated Directory Syncs to run. You should set this 

schedule to meet your business requirements. The default is 30 minutes but is not enabled by default 

when you first install PowerSyncPro. 

 

Options  Include:  
¶ Run At Specific Times of The Day 

¶ Run Every x Hours x Minutes 

o Interval Time Frame 

Á Finish To Start (schedule the start of the next run based on the finish time of the 

last schedule run) 

Á Start to Start (schedule the start of the next run based on the start time of the 

previous schedule run) 

 

http://www.powersyncpro.com/
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Click on љÉĦőĲĬƨũĲњ on left side pane to open submenu. 
Click on љEĬŔƣ ÉĦőĲĬƨũĲњ and choose your preferred option. 
 

 
Figure 13 Run on a scheduled interval 

or 

 
Figure 14 Edit Schedule 

 
Example view of job schedule  
The job schedule is built for you when you create sync profiles and mark them as being part of or 
excluded from the schedule. PowerSyncPro will run as many jobs in parallel as it can to shorten the 
duration for a single full schedule run. 

http://www.powersyncpro.com/
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Figure 15 Example view of job schedule 

 

Schedule Options 
Within the schedule, for ease, you can Right Click the title to initiate jobs. 
 

 
Figure 16 Right Click Import 
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Figure 17 Right click a Sync Profile 

 
 ŸƣĲЯШљRefreshњ from the right click option, refreshes the Schedule screen immediately. 
 

Job Right Click  Option  

Import  Containers  
Start or Stop 
Go to Log 

Import  
Start or Stop 
Full Import 
Go to Log 

Sync 

Start or Stop 
Full Sync 
Go to What If 
Go to Log 

Sync Profiles  

Start or Stop 
Full Sync 
Go to What If 
Go to Log 
Edit Sync Profile 

Export 
Start or Stop 
Go to What If 
Go to Log 

SID History  Sync 
Start or Stop 
Go to Log 

Password Sync Start or Stop 

http://www.powersyncpro.com/
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Go to Log 
 
Start  from Icon 
Jobs can also be started and stopped via the green triangle and red square in the Job Action column 
(next to Job Status). 
 

 
Figure 18 Start from icon 

 

Job Status Icons 

 

 
Green Dot Last job run - successful 

 
Orange Dot 

Last Job run т completed with 
warnings, but no errors 

 
Red Dot 

Last Job run т failed or 
completed with 
errors/warnings 

 
Gray Dot Job never ran 

 
Figure 19 Job status icons 
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