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PowerSyncProOverview

Directory Synchronization

PowerSyncPro addresses identity management in coexistence, modernization, or migration
scenarios bysynchronisingusers, groups, and members. It ensures these elements stay current,
like how Entra Connect Sync synchrorsies from Active Directory to Entra ID. Full imports and syncs
for hundreds of thousands of objects are completed in minutes, while delta runs finish in seconds
or minutes.

Designed with Microsoft 365 and Entra ID in mind, PowerSyncPro supports Microsoft 365 tendat
tenant migrations and divestitures. It also synchronizes objects from Google Workspace to Entra ID
or Active Directory. PowerSyncPro can be hosted in a DMZ or Azure wiiphtweight SyncAgentsin
the client infrastructure.

Active Directory Migrations

PowerSyncPro also facilitates Active Directory migrations by making objects in a targkttive
Directory ready for migration or cutover. It synchronizes all or a subset of attributes and can
synchronize SID to SIDHistory and passwords, enabling a seamless transitiddowerSyncPro can
synchronise modern passwords where RC4 has been disabled.

Windows Workstation Migration Agent

The migration agent ensures quick user setup following a migration event by reconfiguring the
device join state, Windows User Profils, and application workloads. Typically, workstations

migrate in less than 30 minutes, supporting tens of thousands of machines migrating in parallel and
eliminating the need to replace or rebuild devicesAll managed from a central dashboard with
monitoring and reporting.

ReleaseNotes

Current GA versions release notes are available here:
https://downloads.powersyncpro.com/current/PSPSync-ReleaseNotes.pdf

Introduction

Before configuration and deployment into a production environment you should complete your
requirements gathering and design phase. A good understanding of attributes is required to ensure
you maximise the best possible result.

Youshould consider in particular; attribute mappings and attribute manipulation to rewrite
attributes as needed to your target directory, especially mailyserPrincipalName, proxyAddresses,
targetAddress and how theses should be handled pre and post migration if that is your project type.
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Thisconfiguration guide assumes that you have successfully completed the PowerSyncProServer
installation and prerequisites including any required firewall changesto support network
requirements and that you havecreated the appropriately permissioned source and target Service
Accounts, Group ManagedService Accounts, Entra App registrations, Google ServiceAccount, SSL
Certificates and any other Active Directory requirements to support password sync and SIDHistory
sync.

This document does not seek to be a design document or gvide adviceon project delivery.

All screenshots contained in this document are representative examples taken frontest and demo
lab environments.

Product documentation

Goto https://powersyncpro.com/documentation for detailed documentation of the features of
PowerSyncPro.

Prerequisites
https://downloads.powersyncpro.com/current/PSPSync-Prerequisites.pdf

Installation Guide
https://downloads.powersyncpro.com/current/PSPSync-InstallationGuide.pdf

End-User License Agreement
https://downloads.powersyncpro.com/current/Declaration -Software-End-User-License-
Agreement.pdf

Knowledge base articles
Goto https://kb.powersyncpro.com/ for hints, tips, workarounds and issue resolution.

Instructional videos
Goto https://powersyncpro.com/videos for installation and configuration walk throughs.

Support
In case you needto contact support, your licences were issued by Declaration Software. Pleasego
to https://tickets.powersyncpro.com/Tickets/New to raise a ticket

Declaration Softwar e Ltd | Company Number 12262043
www.powersyncpro.com | T. +44 20 3880 2772info@powersyncpro.com
73 WrestHouse, Wrest Park, Silsoe, Bedford, England, MK45 4HR



http://www.powersyncpro.com/
mailto:info@powersyncpro.com
https://powersyncpro.com/documentation
https://downloads.powersyncpro.com/current/PSPSync-Prerequisites.pdf
https://downloads.powersyncpro.com/current/PSPSync-InstallationGuide.pdf
https://downloads.powersyncpro.com/current/Declaration-Software-End-User-License-Agreement.pdf
https://downloads.powersyncpro.com/current/Declaration-Software-End-User-License-Agreement.pdf
https://kb.powersyncpro.com/
https://powersyncpro.com/videos
https://tickets.powersyncpro.com/Tickets/New

(P\@WerSyncPro

Global Settings

First login.

First time login credentialsare:
Username: admin

Password 123gwe

Navigate tohttp://localhost:5000 and you will be presented with a log in dialog box.

(’F?ewerSyncPro‘”

Login

[ LJsr_'r name or email

Password

Figurel PowerSyncPro Login Screen

Users

Default User: We strongly recommend changingthe default Admin password at first logon and
then create dedicated logons for operators.

Global Settings ﬁ' Defaultyadmin

a8 Update Password

& Logout

Figure2 update Password and Logout

Adding a User
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Fromtenant settings, choose Users

Global Settings @ Cefault\conrad.murray

28R Users <:

B8 Licences

QZ Configuration

B Enable Staging Mode  esh Interval

Figure3 Configure Users

Andthen Create

Create new user

User details User roles
User name * joe.bloggs
Name * Joe
Surname * Bloggs
Email address * joe.bloggs@powersyncpro.com
Password* @ sseeenen
Confirm password * sesanians
Is active

Figure4 Create new user
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UserRoles

Thereare sevendefined Userroles available to choose from.

Create new user

User details

Global Admin

[l Agent Operator

) Sync Admin

] Sync Viewer

Cancel

Figure5 PSP Users Roles

[ Agent Admin
[ Agent Viewer

[ Sync Operator

Role Description

Overalladmin within PowerSyncPrqincluding TenantSettings,and
) addingand removingtenants.
Tenant Admin ) _
Multi-tenant feature is reserved for future useand should not
be configured
. Ableto fully administer all screensin the SyncServiceareaof
Sync Admin
PowerSyncPro
Able to run the schedule but not update the configuration, able to
Sync Operator ) ) _
view all screensin the Sync Servicearea of PowerSyncPro
Sync Viewer Ableto viewall screensin the SyncServiceareaof PowerSyncPro
_ Ableto fully administer all screensin the Migration Agentarea of
Agent Admin
PowerSyncPro
Able to schedule migrations but not update the configuration, able to
Agent Operator _ _ o
view all screensin the Migration Agentarea of PowerSyncPro
Agent Viewer Ableto viewall screensin the Migration Agentarea of PowerSyncPro
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Figure6 PowerSyncPro User Roles

Licences

Your partner or PowerSyncPro directly will supply you with a valid licence key to support your
deployment. Either Directory Sync only, Workstation migration Only, or botf.owerSyncPro
DirSyncis fully functional without a licence key - with the exception of exportobjects.

When requesting a licence you will need to provide thEQDNfully qualified domain name(s) of the
Domain(s) in scope, and the Microsoft 365 /Azure tenant name(s)*.onmicrosoft .com) for Entra ID
if being used- for all directories. e.g.

contoso.local
fabrikam.local
consto.onmicrosoft.com

= =4 =4 =

fabrikam.onmicrosoft.com

Selectd ¢ S y{ ISyt ényop rigiét of webpageand ®lecta [ A OSy 0S4 ¢

Global Settings ﬁ Cefaull

&% Users

BS Licences <j

_ Q2 Configuration

Figure7 Tenant Settings, Licences

Licence |

9UGRHt Wn T 7T wWe U7 WGet qUWRUWg6 WWI RAWUAIIWE I! WSl Y2 RT IT

Declaration Softwar e Ltd | Company Number 12262043
www.powersyncpro.com | T. +44 20 3880 2772info@powersyncpro.com
73 WrestHouse, Wrest Park, Silsoe, Bedford, England, MK45 4HR



http://www.powersyncpro.com/
mailto:info@powersyncpro.com

(P\@WerSyncPro

Add New Licence

Licence Key * lgCAAEeHQ/ICpdkBGwWFDbGIbNROYWI1IPVBTUCBURVNUILNvdXJjZURvbWFpbnM3

Save

Figure8 Add new licence

One applied successfully your licenseswill appear like this:

Device Migration
Name Type Source Domains Target Domains Count Expiry Actions
psp Sync, psptestsrc.local, psptestsrc.onmicrosoft.com, psptesttrg.local, psptesttrg.onmicrosoft.com, 10000 01/01/2030

TEST Migration psptesttrg.local, psptesttrg.onmicrosoft.com psptestsrc.local, psptestsrc.onmicrosoft.com

Figure9 Successful Licence applied

Staging Mode

PowerSyncProcan be configured with a warm standby to support upgradesr DR.This option can
be chosen during the installationscreens,

@ Is staging server?

Figure10 Enable Staging Mode

or afterwards in the Ul
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E> Global Settings

8% Users
B Licences

X3 Configuration

BS Enable Staging Mode

Figure11 Enable Staging Mode

@ Staging Mode Enabled Disable Staging Mode

Figure12 Staging Mode Enabled

Staging modewill run IMPORT & SY@Glbut not EXPORT

NOTE Configurations changes made on your primary server are not automatically
replicated to the Staging Serveunless you areconsidering SQL always on, o65QL
clustering, mirroring or lay shipping

SQL Database Backup / Restore

You cancreate a backup ofthe production PSP ServeEQL database andestore that SQL
database toyour stagingenvironment. However,you need to be aware that there are encrypted
tables in SQL that are tied to the service account that created them.

When installing and configuring thestagingserverand you have elected to restore thgroduction
server SQL database, therlyou must also copy the .dat files found irC:\\ProgramData Declaration
Software\PowerSyncPrao the same location on the staging server

1 PowerSyncProData.dat
1 PowerSyncProData.Local.dat
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If you have elected to restore the production server SQL database, thgou must also use the
same service account on both servers that run the PowerSyncPro service itself. Our
recommendation is using a single Group Managed Service Account across the two servers.

Finally copy over any certificates used by the SSL endpoint.

PowerSyncPro Migration Agent MigratioHistory

NOTE When PowerSyncPraviigration Agentis being used, only the Primary Server will host
information about the migration history of Windows Devices that haveeported in. So, if you are
likely to need to operate from the staging server fasn extended duration then you should consider
a periodic SQLbackup/restore. We do supportany form of SQL Clusteringr HA, but only one
PowerSyncPro service should be running against a single database.

Endpoints

Finally, it is worth noting that your Remote Agents and Migrations Agents will be configured with a
single URL that is pointing at the primary server. These will all need to be updated in the event of an
extended failover to staging.

Schedule

C/F?@Weri%ync Pro

Schedule

Theschedulecontrolshow often youwant the automatedDirectorySyncgo run. You should set this
schedule to meet your business requiremenfthedefaultis 30 minutesbut is not enabledby default
whenyoufirst installPowerSyncPro.

Options Include:
1 RunAt Specific Timesof TheDay

1 RunEveryxHours xMinutes
o Interval TimeFrame
A Finish ToStart (schedule the start of the nextrun based on the finish time of the
last schedule run)
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A Startto Start (schedule the start of the next run based on the start time of the
previous schedule run)

Click on /o E # 6 1J loreldit Kide pane to open submenu.
Click on /b E TERHdp 1 T andiddeese your preferred option.

£ Run At Specific Times of Day

Run Every: 0 Hours |30 Minutes

Interval Time Frame ‘ Finish to Start V‘

Start to Start

Finish to Start

Cancel

Figure13 Run on a scheduled interval

or

Edit Schedule

@D Run At Specific Times of Day

=+Add Time of Day

bt oo
oo O

12:00 (O

Figure14 Edit Schedule

Example view of job schedule
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The job schedule is built for you when you create sync profiles and mark them as being part of or
excluded from the schedule. PowerSyncPro will run as many jobs in parallel as it can to shorten the
duration for a sngle full schedule run.

Refresh Interval

Job Status Last Started Processed Skipped Errors Warnings
4+ @ psptestsrc.local Not Run
- 1§ Import Containers Completed @ P 180ctober23-02:34pm 27 Q0 1] 0
& Import Completed @ P 180ctober 23-02:59 pm 1461 0 0 0
4 @ psptesttrg.local Not Run
- B Import Containers Completed ® P 180ctober23-02:34 pm 27 0 0 0
& Import Completed @ P 180ctober23-02:59 pm 1463 0 0 0
& Sync | 4
& £3 Sync - psptestsrc.local |
- £ Sync - Source to Target Contacts® Completed ® P 160ctober23-10:26am 0 0 1] 0
£ Sync- Source to Target Groups®  Completed @ P 160ctober23-10:26am 635 635 1] 0
L g Sync - Source to Target Users™ Completed @ P 160ctober23-10:50am 800 0 0 0
- & Export Awaiting What If Acceptance @ Not Run 0 0 0 0
- B SID History Sync Idle @ P NotRun 0 0 0 0
P Password Sync Idle @ P nNotRun 0 Q 1] 0

Figure15 Exampleview of job schedule

Schedule Right ClickOptions

Within the schedule, for ease, you can RightClick the title to initiate jobs.

Refresh Interval

Job Status Last Started Processed Skipped Errors Warnings
4 @ psptestsrc.local Not Run
B Import Containers Completed ® P 18 October23-03:04 pm 27 0 0 0
& Import Completed ® P 180ctober23-03:04pm 0 0 0 0
4 g psptesttrg.local Mot Run
B Import Containers Completed ® P 180ctober23-03:04 pm 27 0 0 0
& Impo= Completed ® P 18 0ctober23-03:04pm 0 0 0 0
& sync| & Refresh | 3
s >
4 B t Contacts® Completed ® P 180ctober23-03:04 pm 0 0 0 0
£ 9 Rl Import tGroups®  Completed ® P 18 0ctober23-03:04 pm 635 635 0 0
4 tUsers*  Completed ® P 180ctober23-03:04 pm 800 0 0 0
X Expo O dGotolog Awaiting What If Acceptance @ Mot Run 0 0 0 0
B sID History Sync Idle @ P NotRun 0 0 0 0
P Password Sync Idle @ P NotRun Q 0 0 0

Figure16 Right Click Import
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Refresh Interval

Job Status Last Started Processed| Skipped Errors Warnings
4 g psptestsrc.local Not Run
B Import Containers Completed ® P 180ctober23-03:04pm 27 1] 0 0
- & Import Completed ® P 180ctober23-03:04pm 0 0 0 0
4 @B psptesttrg.local Mot Run
- B Import Containers Completed ® P 180ctober23-03:04pm 27 0 0 0
X Import Completed @ P 180ctober23-03:04pm 0 0 i 0
& sync >
b8 sync - peptestsre local >
&3 sync- Source to Target Contacts™ Completed ® P 180ctober23-03:04pm 0 1] ] 0
& Sync - Source to Target Groups*  Completed @ P 180ctober 23-03:04 pm 635 635 o] 0
& Sync - Source to Tar=ttleos=t Lotened @ P 180ctober 23-03:04 pm 800 0 0 0
X Export & Refresh If Acceptance @ Not Run 0 0 0 0
B sID History Sync o ® P NotRun 0 0 0 0
- M@ Password Sync ® P NotRun 0 0 0 0
) Full Sync

© GotoWhatlf

Q@ Gotolog

[ Edit Sync Profile

Figure17 Right click aSync Profile

Right click Options
Y q 1J a W feiesheddhe Sehétule screen immediately

Job Right Click Option
Edit Directory
Refresh Schema
Startor Stop
Goto Log
Start or Stop
Import Full Import
Goto Log
Startor Stop
Full Sync

Goto What If
Goto Log
Start or Stop
Full Sync

Sync Profiles Goto What If
Goto Log

Edit SyncProfile
Startor Stop
Export Go toWhat If
Goto Log

SID History Sync Start or Stop

Director y

Import Containers

Sync
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Goto Log
Start or Stop
Goto Log

Password Sync

Start from Icon
Jobs can also be started and stopped via thgreentriangle andred square in the Job Action column
(next to Job Status

Status Last Started
Not Run
Failed ® | P |2July24-07:19 pm
Queued ® | |2July24-07:19pm
>
>
Idle L Mot Run

Figure18 Start from icon

JobStatus Icons

[ ] Green Dot Last job run- successful
Status Last Job leted with
ast Job runr completed wi
® Orange Dot . P
warnings, but no errors
Failed o b i
-~ Last Job rur failed or
Queued g ® Red Dot completed with
> errors/warnings
| 4
Idle e b
Idle o b
Idle L
Idle L
Idle e ) 9 Gray Dot Job never an
Completed L
Completed L
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Figure19 Job status icons

Refresh Interval

This refers to the Schedule screen that you are viewing in the console only.

Refresh Interval

30 seconds
rrors Warnings 10 seconds

MNever

Figure20 Refresh Interval

Next Run

Basedon your schedule settings, e.g. start Finishto Start, or run at specific times, this tells you
when the next synchronisation for all profiles will run.

Next Run - date and time

Next Run 02 July 24 - 08:12 PM © Run Now IlPause Schedule B Force Stop

Next Run - Paused

Next Run Paused © Run Now P Resume Schedule B Force Stop

Run Now

Disregarding when the next run is, this will immediately run all sync profiles that are enabled@his
will run Import, Sync, Export.
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Success

Schedule updated to run as soon as possible

Figure21 Run sync now success

Pause Schedule

Pause the schedule This will pause itindefinitely until Resume Schedule is clicked.

Resume Schedule

Resume the schedule Note, this will not immediately start asynchronisation.

Force Stop

If any part of the synchronisation is running this will hard stop anything in progress. This will not
stop future runs. Synchronisation will run again at the next scheduledun time.

Directories

You must create Directory profilesbefore you can create Sync Profiles oPowerSyncPraviigration
Agent Batches.

A directory is a store of information thaiyyou want to import from, and potentially export to.
Examples are an Btra IDtenant and an Active Directory Domain.

Note that multi-domain forests are handled one domain at a time.

You do not need to specify SOURCE or TARGET Directories. A Directory profile can be both. The use
of Source and Target is determined in your Sync Profiles.
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Directories
DisplayName *  Directory Type Server Name Credential Name Recycle Bin Enabled Exchange Schema Version BPRT Expiry Date
CONTOSO Active Directary DCO1.contoso.t2t.local psp@contoso.t2t.local v 17003
FABRIKAM Active Directory DCO1FAB fabrikam t2t.local psp@fabrikam t2t.local v 17003
PSPGoogleDevSRC  Google Workspace ~ C0230lops L4
Tenant Contoso EntraID 9bc4aT02-2977-4d17-8f13-64d596b61cbe 2376ad35-f8d2-4491-ac8a-ca261f870fba v 01/03/2025

Tenant Fabrikam EntraID d404cf81-40be-4c2b-af2a-0353ecf58683 bec4542a-1d4e-4666-9d3e-cede32dbfsal v 01/03/2025

Figure22 Example of configured directories

Create a Directory Profile

Please note that you must have completed all the network requirements before you attempt to
create a Directory. i.e. Network andrirewall Ports for Ad and App Registration for Entra ID.
Clickon& S G ( arrgviloa éft sidepaneto opensubmenu.

Selecti 5A NBOG2NR Sae

ﬂ Settings

B Directories

Active Directory

STEPS

Clickm9 1l D¢ qllw

Directory Type: Choosesb  H @@ RR2 I Hfmri the desepdown menu
Server Name: This is the FQDN of your preferred domain controller
Credential Type ChoosesOt 1JHtHY 2 Uq w

Username Specifyyour service account.

= =4 =4 =4 =4

Credential : Add your service account password to the /59 | 1300 q) Reddii +

e ®
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91 Port: The cfault port is the LDAP Poris TCP389 and does not need to be populated unless

you haveconfigured your environment away from the defaults
o If youhave configured your environment for secure LDARou should check SSL and
list your port number, the default for SSL iSFCP636if it is left blank.

1 Export Deletion Threshold: The number of pending export deletions that should trigger a
hold on exporting. Set to your business needs. E.g. Entra Connect is 500 by defgwut 100
is typically acceptable.

1 Import Object Types : In most scenarios you would selectonly the object types that you
want or need tosynchronise from and to. The ability to limithere is for performance
reasons. Devices only needs to be selected if you are intending to also use the
PowerSyncProMigration Agentfor Windows 10/11migrations

9 Linking Attribute: Internally, PowerSyncPro use the ObjectGUID ofobjects as the glue to
bind them. Populating thissetting will write the ObjectGUD to your chosen attributeso that
you are ableseevia auditing and reportingor in AD Users and Computers if PowerSyncPro
is working with this object It also allows PowerSyncPro to use this linking attribute to match
objects following a SQL restore if the matching attributes might have changed and were not
mapped.

1 Allow Import System SIDs : By default, PowerSyncPro will not import objects 6 YRID is
before 1000, which includes all the standard administrative users and groups. You can
enable this option to import these system objects.flyou have a specific business needo
synchronise these system objects, or membership of the system grouphen you can
enable this, but we would recommend leaving this setting asinchecked.

1 Allow Import Exchange System Obijects : By default, PowerSyncPro will not import objects
that are Exchange System Objects. You can enable this option to import these system
objects. If you have a specific business neetb synchronisethese Exchange system
objects, or membership of the Exchange system groupthen you can enable this but we
would recommend leaving this setting as unchecked.

Label Description

Legacy Exchange DN  This is read from Active Directory when Exchange is deployed, and is used as t
Root prefix for any newly generated LegacyExchangeDN value

Exchange Schema This is read from Active Directory when the Exchange Schema has been appliec
Version

Recycle Bin Enabled This is read from Active Director
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A 9URHt WHEC2Uh
After you click save, the Directory configuration will be validated and immediately import the Directory
schema.

Running Jobs

Refresh Schema

Import Containers

Figure23 Refresh schema runs after adding a directory
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Create New Directory x
Directory Type * Active Directory v
Server Name * psp-test-dcl.psptestsrc.local
Credential Type * User Account v
Username * svc.psp@psptestsrc.local
Credential * Enter new password if changed _
Port O ssL
Export Deletion 100
Threshold
Import Object Types User Group Contact
Computer Group Member

Configuration
Linking Attribute (None) -
Allow Import System ] Allow Import Exchange O
SIDs System Objects

Cancel

Figure24 Create New Directory

Microsoft Exchange Schema Information

If the ActiveDirectory has been extended foMicrosoft Exchange then the Information tab will be
populated with the Microsoft Exchange Schema Information the next time you view the profile
configuration

e.g.
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Co

Legacy Exchange DNRoot  /0o=PSPTESTSRC/ou=Exchange Administrative Group (FYDIBOHF23SPDLT)

Exchange Schema 17003

Versi

Recycle Bin Enabled

Figure25

Entra
STEPS
1
1
1

nfiguration Information

on

Microsoft Exchange Schema Information
ID
/I £fA01 a/ NBFEGSEd

Directory Type ChooseEntral@ FTNRY GKS RNRBLIR2gY YSydz

Azure TypeThis feature is only available via a feature flag switch. Please contact support if GCC
/ GCC High is a requirement for yaDhoicesare: CommerciaCloud (Default), Azure US
Government, Azure US Government DoD, Azured@iiaerated by 21Vianet

Create New Directory

Directory Type * Entra 1D v

Display Name *

Azure Type * | Commercial Cloud V‘
Commercial Cloud
TenantID *

Azure US Government

Application 1D * Azure US Government DoD

Azure China operated by 21Vianet

DisplayName:This iscan be anything you need it to be. Itis a label seen in other configurations
like DirSync Profiles, Batches and Runbo®excommendation is to keep it short like "M365
Contoso" or "AD Contoso”

Tenant IDThis is your EntrlDQ &enant D (also called directory ID)

Application ID Thisis the App Registration Application Id from yquerequisites

0 @
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1 Client SecretThis is the App Registration Client Secret Value from gp@requisites

1 Export Deletion ThresholdThe number of pending export deletions that should trigger a hold
on exporting.et to your business needs. E.g. Entra Connect is 500 by default, but 100 is typically
acceptable.

1 Import Object Typesin most scenarios you would select only the object types that you want or
need tosynchronisdrom and to.The ability to limithere is for performance reasonsDevices
only needs to be selected if you are intending to also use the PowerSyncPro Migration Agent for
Windows 10/11 migrations

1 Entra IDExchangelf you will besynchronisingexchange OnlinBistributionGroups then you
need to select this optionSee the prerequisites document for additional configuration
information.

1 CertificateThumbprint Only required if you have select&ahtra IDExchange from abovéhis is
the Certificate ThumbprinRegistration Client Secret Value from your prerequisites.

1 Bulk EnrolmentToken This can only bereatedafter you have saved yotntra IDDirectory
configuration once.

T /tA01 a{l @S¢

After you click save, the Directory configuration will be validated and immediately import the Directory
schema.

Running Jobs

Refresh Schema

Import Containers

Declaration Softwar e Ltd | Company Number 12262043
www.powersyncpro.com | T. +44 20 3880 2772info@powersyncpro.com
73 WrestHouse, Wrest Park, Silsoe, Bedford, England, MK45 4HR



http://www.powersyncpro.com/
mailto:info@powersyncpro.com

(P\ewerSyncPro

Create New Directory

Directory Type *

Display Name *

Tenant ID*

ApplicationID *

Client Secret *

Export Deletion
Threshold

Import Object Types

Entra ID Exchange

Certificate Thumbprint

Bulk Enrollment Token

Authority URL

Entra |ID

PSP Source

€51502ac-8c38-4262-9946-dd1f1c258e48

78056419-02e7-4710-a063-a90695530129

100
User Group
Device Group Member

[ Link Entra ID Exchange

https://login.microsoftonline.com/commaon

1 Can only generate a bulk token once the directory is saved.

Cancel

Figure26 New Entra ID Directory created

Link Entra ID Exchange

Entra ID Exchangéf you will be synchronising Exchange Online Distribution Groups then you need to
select this option. See the prerequisites document for additional configuration information.

0 @
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Entra ID Exchange Link Entra ID Exchange

Certificate Thumbprint 16T91FTEBDOBRC02443E9631149B6T95683T438EE

Figure27 Link Entra ID Exchange

NOTE If you configure this after you have created your Entra Directory, theij@8Talso run
Refresh Schemto bring in the Exchange Online attributes to use in any future Sync Profiles

Running Jobs

Refresh Schema

Google Workspace DirectorySetup
STEPS 3 o
T / tA01 &/ NBFUSE
f Directory Type Choos&Google Workspage T NRY (KS RNRLIR2gYy YSydz
9 DisplayName:This igust a label, so use something descriptive here.ygr Primary SMTP
Domain for Google Workspace
9 Customer IdYoucan obtain the Customer Id from the Account Settings page:
https://admin.google.com/u/1/ac/accountsettings

. Profile
ﬂ Account settings
Name Customer ID
PSPGoogleDevSRC C0230lops
Profile information | Profile settings

Figure28 Google Customer ID

1 Service Account TokerThis is thdile created from step 4n the Prerequisites guide
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1 Export Deletion ThresholdSet to your business needs. E.g. Entra Connect is 500 by default, but
100 is typically acceptable.

1 Import Object Typesin most scenarios you would select only the object types that you want or
need tosynchronisdrom and to.
1 Click Save

After you click save, the Directory configuration will be validated and immediately import the Directory
schema.

Running Jobs

Refresh Schema '

Import Containers 3"

View Directory

Display Name * pspgwsdevsrc.powersyncpro.com

Name pspgwsdevsrc.powersyncpro.com

Customer Id * C0230lops

Service Account Token Mo file chosen

Export Deletion 100

Threshold

Import Object Types User Group

Group Member

Figure29 Google Directory successfully created
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Refresh Schema

When you create a directorythe first time this automatically runs. You must run this again if you
know that the schema has changede.g. If you were to extend your Active Directory to support
Microsoft Exchange, or if you patch Microsoft Exchange as thigten makes changes to the
schema.

The Schema is critical to PowerSyncPrdirectory as it brings in all available attributeghat are then
shown within the rest of the configuration

Import Containers

You should run this before creating any Sync profile3.his will importfor Active Directory, all OUs,
that you will need on sync profiles foscoping and writing to target OUsand from Google all
containers.

Import Objects

Thevery first time you import objects a Full Import is runThis will bring in every objectype
selected on the directoryconfiguration, and for each object type it wilimport the attributes that
PSP needs given the sync profiles and features that have been configured

On scheduled execution, delta imports are runThis will only import changed attributes for objects.

If you make a configuration change to a sync profilthat requires a different attribute to be
imported, then a full import is run the next time import runs.

SMTP Domains

The SMTP Domains feature allows you to control the flow pfoxyAddressesfrom Source to Target,
or if you specifically want to remove gproxyAddressesentry from a target object.

By default, if this setting is NOT configured then nproxyAddresseswill be synchronised, even if
proxyAddressesis mapped in a sync profile.

The exception to this configuration is for Primary Mail Address. If the source mail attribute is
populated, then the mail attribute from an object will be written to the targeproxyAddressesentry
as the Primary SMTP Address value.
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You may only need to synchronise certain protocols iproxyAddresses like X500, sip, smtp but not
x400. Each protocol can be added with Allow Sync Addition/Allow Sync Removal set to control the
CTTRqRYUWeUT W NaVY2¢caWYnWag6RY WGI YaqY#HYOGkt WIUq!l RIJE Whn |

You may only need to synchronise a subset of smtp/sip domains. e.g. the project could be a
divestiture and only a subset of domains are being moved over, or some domains are being
decommissioned and are not required, or some domains are local only.

Considerations

Primary SMTP Address

If you are setting different Primary SMTP Address values then you will need a complex expression for the
mail attribute, and this will automatically flow roxyAddresseas the Primary SMTP Addresxe you

have the allow sync addition domain added.

proxyAddresse®ntries

You will need to use a complex expressionpiamxyAddresseto re-write the domain portion orentries
if you are also wanting to add othemail addressebke previous name changes or genuine alternate
email address variations.

targetAddress
You may also need to have a mapping rule for targetAddress if you are ircatpker stage.

If you are in long term coexistence with another organisation and are intending to only create Malil
Enabled User&r Mail Gntacts then you will need to have a mapping for targetAddress and give
consideration as to what you want the UPN and Primary SMPT Address to be in the target.

Moving Domains
If you are migrating the Domain as part of a migration effort, you should considdlowing the
migrating Domainuntil you have verified the Domain in the target and it is ready for use.

Entra Connecthas aknown issue/feature/by designwhere if aproxyAddressesentry was
added to an orrpremises object, before the domain was validated in Entrathen any
subsequent Entra Connect sync runswill not pick up those entries as theyare not seen as a
A6 UNUKIO

It istherefore prudent to NOTadd additional proxyAddressesentries before the domain has been
validated in a target tenant.

Sometimes, the domain is going to benigrated to the target tenantbut remainsin the source
tenant to start with.

Declaration Softwar e Ltd | Company Number 12262043
www.powersyncpro.com | T. +44 20 3880 2772iifo@powersyncpro.com
73 WrestHouse, Wrest Park, Silsoe, Bedford, England, MK45 4HR



http://www.powersyncpro.com/
mailto:info@powersyncpro.com

(P\@WerSyncPro

By deferring the addition of the domairio proxyAddressesuntil that domain has been addedand
verified to the target tenant, you have an easy way to cutover the domain from one side to the other
(assuming it is not going to be deleted from the source Active DirectohEntra Idtoo.

If you are deleting the domain in the sourcéhen care must be taken to not import the deletion of
those proxyAddressentries until they have been synchronised to the other side, and then the SMTP
Domain must be removedfrom the PSP configuratioror set to Allow Sync Removal = False before
anyimporting of objects that contain the proxyAddressremovals that took place in the source
domain)

NOTE We strongly advise checking your What If report when executing this phase.

What If Report
Be sure to run &vhat Ifreport to confirm that youproxyAddresseshanges are working as expected.

Allow Sync Addition

1 For any additional smtp domain value to synchronised and added to the target you MUST
first have the sole valuesmtp listed as a domain. This tells PowerSyncPro that any
proxyAddressesthat begins with smtp are in scope, followed by any other domain values
listed here that are then evaluated

9 For x500 addresses, you only need to list X500 as the domain name. All X500 addresses will
be processed

The colon is NOT required at any time imese setting screenrs. i.e. smtp and x500 are correct,
smtp : or x500: are incorrect

proxyAddresses attribute mapping

NOTE:In addition to setting these options, you must also map th@roxyAddressesattribute
in your sync profilefor these to flow.

Source Attribute Target Attribute Simple Expression Name Complex Expression Name

proxyAddresses proxyAddresses rewrite proxyAddress entries

Figure30 mapping proxyAddresses
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Allow Sync Removal

If you need toremove a proxyAddressesentry from a targetobject, then you can use this option. If
an object comes into scope, and is matched, and the profile is configured for update only, or create
and update it will remove any domain configured for removal.

Whenyou add or remove any smtp domains, PowerSyncPro sees this aa configuration change
and the sync profile will change to Awaiting What If acceptance andill needto be accepted.

Create new SMTP Domain Configuration

9URHAT WYUWBENqqRUNDt wle !l | YsWYOWG Wnaguwt RT JWGe UWWaVYWYG
ENGUHAQWBLE~NALW? Y §-barkdiavgdior | Y G Wa 6 13 WG 1IN q

B Directories

&8 SMTP Domains

Configure smtp/ x500 /sip entries to flow to proxyAddresses

Requirement : As previously outlined, for any additional smtp domain value tbe synchronised and
added to the target you MUST first have the sole valgentp listed as a domain. This tells
PowerSyncPro that anyproxyAddressesthat begins with smtp are in scope, followed by any other
domain values listed here that are then evaluated

Steps
T / tA01 &/ NBIGS¢
T / K223aS &2dzNJ GF NBSG 5ANBOG2NE FNRY GKS G5ANBOG2
objects of which you want to add or remove proxyAddresses entries
f Specifysmtpinthed { Y i LJ 5 2 Y Iiald/ This Is NoBcases sensitive. SMTP and smtp have
the same effect. SMTP will not preclude other simary proxyAddresses entries from flowing
T /tA01 2y alft26 {&yO ! RRAGAZ2YE OKSO1062E
f Clickd! t 26 {eyO wSyz20lté¢ OKSOl02E
I tAO01 a{l @S¢

=

Declaration Softwar e Ltd | Company Number 12262043
www.powersyncpro.com | T. +44 20 3880 2772info@powersyncpro.com
73 WrestHouse, Wrest Park, Silsoe, Bedford, England, MK45 4HR



http://www.powersyncpro.com/
mailto:info@powersyncpro.com

(P\QwerSyncPro

Create New SMTP Domain X
Directory * psptesttrg.local -
Smtp Domain Name * smtp

Allow Sync Addition

Allow Sync Removal

Figure31 add smtp addresses

Repeat the same process to allow x500 address flow

Create New SMTP Domain X
Directory * psptesttrg.local -
Smtp Domain Name * %500
Allow Sync Addition
Allow Sync Removal (]

Cancel

Figure32 add x500 addresses

Repeat the same process to allow sip address flow
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Create New SMTP Domain X
Directory * psptesttrg.local i
Smtp Domain Name * sip
Allow Sync Addition
Allow Sync Removal O

Cancel

ConfiguringSMTP Domain Values to flow
T / £tA01 &/ NBIlGS¢

T / K223aS &2dzNJ GF NBSG 5ANBOG2NE FNRY (GKS G5ANBOG2
Specify thedomain value addres§ y G KS a{ YGL) 52YFAYy bl YSé FASER
0 The @ symbol is not required

=

T /tAOl 2y altt26 {eyO ' RRAGAZYE OKSOlo02tE
T [ S90S al'ttz2es {eyO wSYz20lfté¢ OKSOlo02E dzy OKSO1 SR
T /tAO1 a{l @8¢
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Create New SMTP Domain

Directory * psptesttrg.local

Smtp Domain Name * psptestsource.powersyncpro.com
Allow Sync Addition

Allow Sync Removal ]

Figure33 Adding an SMTP Domain value to flow

Download CSV

You can make a backup of your current SMTP Configurations if needed.

SMTP Domains A Download Template
Directory  (All) v Domain Name n

:> Download CSV

Figure34 Download SMTP Domains configurations
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Import bulk domains

SMTP Domains 2 e e |

Figure35 Import Domains from CSV

If you have a large amount of SMTP Domains to work with, then importing from CSV may be more
efficient.

NOTEThis will REPLACE any previous configurations you may have already created. If you have
made a backup via Download CSV you can simply manipulate this file and add entries.

Steps
First either download the Template, or build your own three column CSV with:
1 smtpDomainName

9 allowSyncAddition
1 allowSyncRemoval

Populate the rows as necessary e.g.

smtpDomainName allowSyncAddition allowSyncRemoval
smtp TRUE TRUE
x500 TRUE FALSE
sip TRUE FALSE
removethis.local FALSE TRUE
fabrikam .local TRUE FALSE
fabrikam .com TRUE FALSE
fabrikam .mail.onmicrosoft.com TRUE FALSE

Now choose Import
Select your target Directory from the drop down and chose your CSV created from.earlier
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File Upload X
Directory * ‘ other.local -
Smtp Domain Choose File | PSPTESTTRG_...mainlmport.csv
Name *

Figure36 Upload CSV file for Domains

Are you sure?

This directory currently has 2 smtp domain record(s). Are you sure
want to replace them with 5 domain(s) being imported?
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Example of SMTP Domains Configuration

Domain Name *  Allow Sync Addition Allow Sync Removal
pOWersyncpro.com true false
pspgwsdevsrc.powersyncpro.com true true
psptesttarget. powersyncpro.com true false
psptesttrg.mail.onmicrosoft.com true false
sip true false
smtp true true
x500 true false

Figure37 Example Domains configuration

SyncProfiles

NOTE:Youwill needto have created Directories before you configure Sync Profiles .

Supported Sync Scenarios:

9 Active Directory to Active Directory with passwords and SIDHistory
Active Directory to EntrdD (without passwords)

EntralDto Active Directory (without passwords)

EntralDto EntralD (without passwords)

Google to Active Directory (without passwords)

= =/ =4 =4 =

Google to EntralD (without passwords)

Supported Sync Object Types:

9 Users

1 Contacts

1 EntralD Guests

1 Active Directory Groups (all)
1 EntralD Groups

Declaration Softwar e Ltd | Company Number 12262043
www.powersyncpro.com | T. +44 20 3880 2772info@powersyncpro.com
73 WrestHouse, Wrest Park, Silsoe, Bedford, England, MK45 4HR



http://www.powersyncpro.com/
mailto:info@powersyncpro.com

(P\@WerSyncPro

1 Exchange Online Distribution Groups
1 Google Groups

Directory Sync is not limited to the same source and target object type. e.g.
1 Source Users or Groups can be created as aarget MailContacts

9 Target Contacs can be converted to a Usepr Group
1 On-premises Active DirectoryUsers can be created as an EntrdD Guest

KeyConcepts

SchemaAttributes

Youneed to havea good understanding ofschema attributes for the respective directories you are
working with. This will be important when you arenapping attribute values, particularly across
different directory types or you need to perform attribute manipulation

One-way sync

The sourceobjects are ALWAY Qwuthoritative for attributes, meaning that if you update an object in
the target, and that object andthose attributes are in scope for a sync profilethen they will be
overwritten by the source object on next sync.

It is possible that you havawo one-way syncsfor a subset of attributesand passwords, but every
sync is a oneway sync.If you have two oneway syncs, then the last change seen bowerSyncPro
will win.

Group Membership . It is an available configuration to retain target group memberships and
not synchronise any source members

Scope/Match/Map

Directory Sync profiles mainly consist of the following: scoping, matching, and attribute
mappings . These key components ensure your target objects aeated and/or updatedin the
correct state for your business needs.

The Directory Sync Profile does much more threthis through the other Sync Optionsas will be seen
in later sections.

What If

PowerSyncPro DirSync is configured to naxecute a new profile until the operator hasapproved
the What Ifreport. This will be seen at the schedule screen.
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Thisis to ensure there is aj H 1J breid&<a@Pproach to DirSyncso that unintentional changes are
not applied to the targetenvironment due to misconfiguration.

What Ifis always applied to new profiles and alsoon subsequent DirSync Profile editsor other
configurations like Complex Expressions and SMTP Domaichanges.

TheWhat Ifreport or Single Object Report will allow you to spot checthat your DirSync design and
aspirational changes are in factgoing tobe applied correctly. What Ifreports are covered in more
detail later.

Directory Sync Flow

PowerSyncPro will perform its end to end synchronisation as followsmport/Sync/Export

Import

An Import will bring every objectn scopefrom the directory. This is an important feature to note as
this allows us to have the complete view of all directory objects to ensure we can work with
conflicts even if they are not currently scopedn a sync profile Imports that run on a schedule are
Delta unlessa configuration change such as changes to the attribute mapping tables requires a
Full Import.

Full import v delta import
You should not need to choose between full or delta import as the schedule will elevate to
full import or full sync when it needs to.

A Full import will re-read all of the objects from the directory and reconcile with what

PowerSyncPradnhas stored
A Delta Import only imports the changes since the last import
0 All scheduled runs are delta
A The scheduled runs will elevate to full import when it needs to
A A full sync will always follow after full import

Sync

This is the process of evaluating theonfiguration profile by scope and matching, object type,
target type, sync action, and evaluating any transformations such as attribute mapping, attribute
rewriting via simple and complex expressions, mail options and account enable options.

Full sync v delta sync
You should not need to choose between full or delta sync as the schedule will elevate to full
sync when it needs to.
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>

Full Sync will resync all of the in scope objects
A Delta Sync will only synchronise those objects marked as having been
updated/requiring a sync

0 All scheduled runs are delta

>~

The scheduled runs will elevate to full sync when it needs to

>~

A full sync will always follow after a full import

Export

This is the final writing of objects and their attributes to the target directory based on your sync
profile configurations. Export is suspended if aVhat Ifreport is pending

Export is not available if there is no valid licence key.

Deletion Threshold

Power Sync Pro Directory configuration allows to set a deleted objects limit so that a configuration
error can limit that amount of potential damage done unintendedly.

Export Deletion 100
Threshold

Figure38 Export Deletion Threshold

L& import Completed L I g
i@ sync >
i JI'S Sync - itmurray.local | ]

1 %> Sync - Contoso to Fabrikam Match and Convert to MEU Completed e P

1 &> Sync - Contoso to Fabrikam Groups Completed I

- &> Sync - Contoso to Fabrikam Users Completed I
i > Sync- Divest Widgets Completed e b
1 X Export Awaiting Deletion Threshold Confirmation @ [
1 B si0 History Sync Completed e p
. P Password Sync Completed b

Figure39 Awaiting Deletion Threshold Confirmation

Declaration Softwar e Ltd | Company Number 12262043
www.powersyncpro.com | T. +44 20 3880 2772info@powersyncpro.com
73 WrestHouse, Wrest Park, Silsoe, Bedford, England, MK45 4HR



http://www.powersyncpro.com/
mailto:info@powersyncpro.com

@@WerSyncPro

Active Directory Recycle Bin

We highly recommend enabling the Active Directory Recycle Bin in all your Active Directory
Environments. PowerSyncPro can search and restore objects that were deleted or fell out of scope
in the source and were deleted in the target.

1 Enable - ADOptionalFeature 'Recycle Bin Feature' - Scope ForestOrConfigurationSet
- Target contoso.com

1 Enable - ADOptionalFeature 'Recycle Bin Feature' - Scope ForestOrConfigurationSet
- Target fabrikam.com

You may additionally need to grant the PowerSyncPservice account rights over theRecycle Bin.

Action Object Name Object Container

Update (Restore from Recycle Bin) Wynter Elliott charlie.local/Aguistions/Contoso
Update (Restore from Recycle Bin) Zoe Courtney charlie.local/Agquistions/Contoso
Update (Restore from Recycle Bin) Wendy Webb charlie.local/Aquistions/Contoso

Figure40 Restore from Recycle Bin

Creatinga Sync Profile

o Settings

B Directories
S0 SMTP Domains

£ Sync Profiles
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The Sync Profile is the fundamental configuration item that controls whatynchronises between

the directories. You can have multiple Sync Profiles for a directory, and multiple Sync Profiles for an
object type, although care must be taken with overlapping Sync Profiles since yoannot
synchronisetwo source objects to the same target object.

Overlapping Profiles

This sync profile overlaps with the following sync profiles:
* Contoso to Fabrikam Users

This has a risk of objects getting conflicting changes. Do you wish

to continue to save?
e [0

Figure41 Overlapping Profiles

Clickon& / NXBtb dreaténew syncprofile.

Sync Profiles

Figure42 Create Sync Profile
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Exclude From Schedule:

Exclude From Schedule .

Figure43 Exclude from Schedule

Use this if youdo not want thisprofile to run at all. No scheduled Imports/Sync/Exports will be
executed against Sync Profiles that are excluded from the schedule.

NOTE Async profile that isexcluded from schedule can still be run manually from the
Jobs option Additionally, if you run aWhat Ifn Y I W G 0wt | O WGIWHIuR G 13t WY U LL
Import and Sync for an excluded profile.

Leaving itunselected does not meant it will run immediately after you save the profile . All new
and edited sync profiles must pass through th&Vhat Ifacceptance gate first.

Name

Choosea meaningdescriptivenamein your profile. This will appear on your schedwed other reports

Source Directory

Choose the correcourceDirectory for youruse casdhat you configured earlier.

TargetDirectory

Choose the correct Directory for your use cts you configured earlier.

Template

Aset ofpre-cannedstarter Templates areprovidedwith astarter set ofObjectTypes and Sync Action
plussuggested set of mappingtabutes.

Itis NOT a exact solution for your own business projectneeds and willalmost certainly
needadditional customisation.
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Template are presented based your Source and Target Diregioeg E.g. Ao AD Entra ID to Entra
IDor Entra IDto AD

You carchooseone of the followingtemplates.
Active Directory to Active Directory

1 Contacts
1 Groups
T Uses

Entra IDto Entra ID
1 Groups

T Users

Google Workspace to Active Directory
1 Groups

T Users

Copy ExistingProfile

If you have previously created a Sync Profile andritainly matches your requirements for an
additional profile, then you can build anew sync profile basdine from that profile andthen
customise it as needed.

Anexisting profile option will only be presented where your Source and Target Directory type are the
same e.g. AD to A[RDto Entra ID Entra ID to Entra ID.

Copy Existingrofile is especially useful where you have a completely different requirement for scoping
and mappings, but there is enough commonality to give you a head start baseline. An example might be
copying adz& StypaBpiofile to use for Shared Mailboxes.

Object Type

Thisis your Source Object Types that you are working with. The optiondll vary depending on your
Source Directoryselected:

9 Active Directorywill present:Contact, Group, User
1 Entra ID will present Group andJser
1 GoogleWorkspacewill present Group, User
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Sync Action

The action that this profile will take

Sync Action ™ ‘ hd |
Match Object Type * Create Or Update

Create Only

Update Only

Match Only

Figure44 Sync Action

1 Create or Update
Usewhenyou are alsolutely sure of your scoping and matching for users/ou can use this
option.
Create will occur wherethere is no Match found based on your Match rules and where
PSPSync has theppropriate rights to Create an objectin the targetand where there would

not be ahard conflict / AD violationthat would cause it to fail. i.e.sSAMAccountName
already in use.

Update will occur when yourobject is Matched based on your Match rules. If an object is
matched, then all attributes will flow from the Source to the TargetUpdate is often useful
when there may have been a manual or other process to creatdbjects in the target but
they are not quite as you wanthem or are out of date.

NOTE:Beware of using this for first time syncs . Anunexpected or unwanted update to a target
object could overwrite the UPN, mail andsAMAccountNameas well as the password if that option
is selected.

1 Create Only. Recommendedbor first time User Syncs so that you do not inadvertently update a
mismatched/ conflicted / clashed Use
0 Once PowerSyncPro has created a uise&vill implicitly also update that user in
subsequent syncs due thaving created it.
1 Update Only: If you do not need to create any new objectsut only update existing
objects. This is used for revere standalone password syncs.See Password Syndater
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1 Match Only: This is used for PowerSyncPro Migration Agent to buildJser Translation
Table used forrepermissioning Windows Profileswhen using PowerSyncPro Migration
Agent.

o0 NOTE:objects that already matched by any of the three above options will
automatically be added to theUser Translation TableA dedicated Match Only
profile is not required for Workstation Migrations if the above is already safisd.

NOTEon implicit matching
If PowerSyncPracreates an object it will automatically become matched for future
syncsvia its own internal matching tables.

PowerSyncPro uses the ObjectGUID of objects as the glue to bind them.

Therefore if your Sync profile is configured as Create Only, or Create or Updateu
should take care tonote that objects created by PSP will also be updated on
subsequent syncs .

This is by design.

Create Object Type
Your choicesare dependent on your targetDirectory type:
9 For Active Directory your options ar€ontact, Group or User.
9 For Entra ID your choices ar&roup, Internal Member, Internal Guest, External Member and
External Guest
1 Source Users and Groups can also be created as Contacts in the target.

Match Object Type

Match Object Type isused tolimit the target objects it tries to match ta This is used in combination
with your Match Rules that you will configure.
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Match Object Type * User w

User/Contact
Contact

Group
Group/Contact

Figure45 Match object type

User/Contact
Use match by User/Contact if youneedto convert target contacts tousers.

Group/Contact
Usematch by Group/Contact if youneedto convert target contacts to groups.

Create or Update Behaviour

The following behaviour will be seen whenhe defined attribute used in yourmatch rules is a
match (or unmatched). This behaviour will applywhen Convert Contact option not selected,

Match Found Match Not Found

Create Only Do nothing Create object
Create or Update Update target Create object
Update Only Update target Do nothing

A warning will be written to the Message Logs where a conflict is detected.

Convert Contact

Convert Contact is a special Sync Action that is available on Sync Optioasd is discussed in a
later section. Convert Contact
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Scope Match Map Sync Options User Account
Delete Target Objects
Legacy Password Sync
Sync Group Members
Convert Contact

Figure46 Convert Contact

This requires your Match Object Type to be User/Contact or Group/Contact.

Sync Action Create Or Update hd

Match Object Type * User/Contact w

Figure47 Match by User/Contact

Create or Update Behaviour for Convert Contact

The following behaviour will be seen when the defined attribute used in yoaratch rules is a
match (or unmatched).

Matched Contact

Matched Object
Type Found

Matched object AND  Match not
Contact found Found

Found

Matched Contact Do nothingTlog Do nothingTlog entry | Create new
Create Only . . )
converted entry written written object
Create or Matched Contact . Create new
Update converted Attributes updated Merge object
Update Only DO. nothinglog entry Attributes updated Merge Do nothing
written
Scope

ERYGRURNDWHE ULWHAII W2 1J Iroudhlitofhé 6@l Graialdr ¥dplbgby 0Wisisdlisjdn
attribute (s), exclusion attribute (s), or by using complex expressions

All scoping options set on this screen are evaluated.g.

If you choose to scope on
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A SourceContainer: pspdevsrc.local/ Contoso/users (And Children)
A Inclusion Attribute:  extensionAttribute 10 = SYNC
A ExclusionAttribute:  department = Engineering

Then an Objectlocated in this OU, AND has both extensionAttribute10 = SYN@ND department =
Engineering wilNOTbe synchronised.

\ Any exclusion will supersede all inclusions.

Descoped Objects

NOTE:If an object should fall out of scope in a sync profile, and you have enabled Delete Target
Objects, then those objects will be DELETED in the Target.

Scope bySource Containers

Containers and Organizational Units are used interchangeably in PowerSyncPiou should have
run Import containers before making your selections, or they may not all appeaselecting (include
All Children) will toggle the child OUs on and off for ease.

You can choose
91 All objects and child OUsin an OU

I Asingle OU or multiple OUsand all child OUs
1 Asingle OU or multiple OUswithin an OU structure
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All objects in a root OUand all objects

in child OUs

All objects in a single OU and all
objects in a child OUs

Objects in a single OUwithin an

LJ Contoso
W U] (Include All Children)
W U] APAC

iw Ll EMEA

J (Include All Children)

Domain Controllers

LJ DE
ud FR
ud UK
W . (Include All Children)
i W L] Distribution Lists
W L] (Include All Children)
W L] Room Lists
W L] Security Enabled
J W L] Security Groups
L@ 13 (includa All Children)
o Room Mailbox Groups
= Shared Mailbox Groups
i W . UserAccounts
W (Include All Children)
# L Room Mailboxes
W || Shared Mailboxes
W 4] Us

.| Contoso

J {include All Children)
A APAC
&) EMEA

J {Include All Children})

wJ DE
ud FR
W L] UK
W ] (Include All Children)
i W L] Distribution Lists
W L] (Include All Children)
W LJ Room Lists
W L] Security Enabled
@ L Security Groups
L@ 13 (include All Children)
W L] Room Mailbox Groups
W L] Shared Mailbox Groups
i W .| UserAccounts
! L {Include All Children)
b R L] Room Mailboxes
W L] Shared Mailboxes

A US

Domain Controllers

OU structure
a Ll UK
L (Include All Children)
i L] Distribution Lists
H (Include All Children)

Room Lists
Security Enabled

a L Security Groups

Ld (Include All Children)

Room Mailbox Groups

L Shared Mailbox Groups
i User Accounts
(Include All Children)
.| Room Mailboxes

4. § | Shared Mailboxes

{Include All Children)

Target Container

You can choose an existing container

fi
Q)
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Select Target Containers

4 || charlie.local
4 ) Aquistions
4 | | Contoso
4 ) EMEA
L UK
> LJ Widgets Division
4J Computers

4. Domain Controllers

or elect to createa singlenew OU directly via the syncThis creation will happen on the export

phase of PSP

Select Target Containers

4 || charlie.local
4 ] Aquistions
4 | | Contoso
4 ) EMEA
LUK

Create

b U Wig

4J Compt
../ Domain Controllers

Select Target Containers

4 || charlie.local
4 | Aquistions
4 | | Contoso
4 ) EMEA
4 | UK
L) Pser Accounts |
4. Widgets Division
. Computers

. Domain Controllers
T ——

NOTE Creating an OU Container here is not dependent on using the Create options below.
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Create Target Container

Target Container * charlie.local/Aquistions/Contoso/EMEA/UK/User Accounts

I Select Target Container

] Create Target Containers Create Parent Containers Create Child Containers

Figure48 Create target containers

Create Target Container

If youdo not select Create Target Containers then the Target Container you specified will get all
the newly created objects placed directly within it.i.e. a flat structure.

If you do selectCreate Target Containers, then the Target Container you specified will get the
name of theContainer selected from the Source Containerscreated as achild of the Target
Containeryou selected from above Thenthe objects are placed within their respectivechild
container(s).

So, if you selectedWidgets DivisionUKand Widgets Division/USas source containers, and
Acquisitions as yourTarget Container, then you will end up withWidgets Divisionas an OU under
Acquisitions with UK and USas children and the objects in the respective container depending on
where they came from

Create Parent Containers

If you select Create Parent Containers then as well as creating tlgontainer selected in the Source
Containers, it will also create all parent containers of that selected Container.

So if you selectedyour sourceas: Widgets Divisionn UKand Widgets DivisionUSthen your Target
9 Y U q ¢ Roquisitidhisssalll contain Widgets Divisionand beneath that will beUK, US

e.g.
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SOURCE TARGET

w (O Widgets Division W _‘3;:'3 charlie.local
s @ Us w (2| Aguistions
2] UK ~ (2] Widgets Division
» [E1 UK

y @ US

Create Child Containers

If you select Create Child Containersthen aswell as creating the Container selected in the Source
Containers, it will also create any child Containers of that Source Container depending on where
the source object is located.

So if you selectedyour source asWidgets DivisionUK (and ticked all sub containers) andyour
objects arelocated in London/Usersunderneath that, and target asAcquisitions then you would
end up with: Acquisitions/UK/London/Users

: Active Directory Users and Computers [D(
s || Saved Cueries
v 3 charlielocal
~ (2| Aquistions
v 2] UK
»w 2| London

2| Users

If Create Parent Containers isalso selected then you will have Acquisitions/Widgets
Division/UK/London/Users
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] Active Directory Users and Computers [DC
5 |7 Saved Queries
W iﬂ charlie.local
w (3| Aquistions
w (2| Widgets Division
v 3] UK
»w 2| Londen
2] Users

For all three of these Create Container optiongf the object in the source is moved then it will be
Y201 WRUWg6 WWael PUqWagYYAWSEYs 201 WIGGq! WoYUqeRUI
object is deleted from that Container

A container will only be created in the target if there is a valid in scope objechronisindgrom
the source to the target.e. empty containers will not be createmhless they are part of the
tree to the lowest OU containing an object.

If you leave these options enabled, they will continue to create OUs per the above on each sync.

Scope by
Inclusion Attribute

Using scope by Inclusion Attributes a finer level of scoping allowing you to only include objects
that meet your attribute criteria regardless of your OU scoping.

Scope by:

Inclusion Attribute extensionAttribute10 -

=

Value Actions

oo [
Show 10 ¢  entries
1-1of litems < >

Figure49 Inclusion attribute
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Choose from the availableattributes for your directory selected. Attibutes will only be aailable for
your particular schema. i.e. Active Directory, EntréD or Google.

Attribute values are not case sensitive

Multiple values
You can use multiple values here by using the Import List option.

Exclusion Attribute

Exclusion Attribute department N

=

Value Actions

Export . Show 10 & |entries
LU 1-1 of 1items < e >

Figure50 Exclusion attribute

Multiple values
You can use multiple values here by using the Import List option.

Scope by Complex Expression

The expression to evaluate on any in scope objects (after checking the inclusion/exclusion values
above), which may cause the object to be marked out of scope

Complex expressions are detailedater, but you can use C#o build a complex scenarioto meet
your scoping needs

e.g.l want to only scopethe following:
9 Active Directory Enabledaccounts and

with an email address that ends with @vidgets.com and
the Department contains Research and
the Country is UK and

= =/ =4 =4

State or City is Londonand
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I TheJob title contains Developerand
1 msExchRecipientTypeDetails= 1

Then you can use a complex expression to achieve this level of granularity.

Note on include/ex clude and complex expressions .

These are all evaluatedIf you scope by OU, inclusion attribute, exclusion attribute and complex
expressions they are all calculated.If atany pointan object achievesnot scoped status , thenno
further evaluation occurs.

Match

Use whenyou need to match objects for the purpose of updatinghem. Usewhenyou arecreating
objects,q Y WUt 2| WWad ¢ aqll! Ye W YUK qlUA]1 laléeaph) dd@xidting abjiedR H ¢ q 1J WY F
that is in conflict.

User Translation Table

Matching is also used for the purpose of creating a useranslation table that is required when
performing Windows Workstation Migrations. The usdranslation table is a list of source and target
SIDs thatis usedwhen repermissioning WindowsUser Profiles.

Match is evaluated on am®Rmbasis, soOANYmatch on any of the attributes you list here is
considered a Match. They are evaluated in the order you list them here and will work through the list

checking for any protentional match.

THANDHmMatching is not supported.
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Scope Match Map Sync Options User Account Mail Enable Options

Source Attribute Target Attribute Complex Expression Name
employeelD employeelD

sAMAccountName sAMAccountName

displayName displayName

userPrincipalName userPrincipalName Match Users by UPN

Figure51 Matching objects by attribute

Map

The mapping section is where you canhoose the subset of attributes you would like written to the
target objects.

If you usedrb 9eate Sync Profile from Template, then some of these will be populated for youbut
please note that a template is only dase set of attributes and is unlikely to be fully fit for use for
your own use cases. It does not include any Exchange Schemattributes.

Download CSV

Here you can download your current mappings via the Download G®ption for purposes of reuse
or documentation.

Import

If you want to bulk Import a set of mappings you can first udeownload Template that will give you
the headingsto use:

1 SourceAttributeName

1 TargetAttributeName

1 SimpleExpressionName
1 ComplexFunctionName
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Only Source and Targeheadingsare required. You can use the Simple expression and Complex
Function if you have created these in advance. If you make a mistake in your attributes, or you
choose attributes in your source or target that are not available in your schema, then these lines
will simply be ignored.

Create

For all other individual mappings or customised mappings use Create.
You can maplike for likee.g.

A DisplayName to DisplayName
A giv enName to givenName
A sntosn

A department to department

or you can map to a different attribute e.g.
A employeelDto SAMAccountName

A company to extensionAttributel

You can map the same Source to multiple targedttributes e.g.
A employeelD to employeelD

A employeelDto SAMAccountName
A employeelDto mailNickname

NOTEon special attribute processing
A legacyExchangeDN

Does not need to be explicitly mapped. Ithe Mail Enable option is set then this attribute
will be written to the targetproxyAddressesattribute as an x500 addressx500must be
listed in SMTP domains
A showInAddressBoo k
Does not need to be explicitly mapped. If Mail Enable option is set, then this attribute will be
populated in the target if the Exchange Schema extensions exist.

Different Directory Schema Types

If you aresynchronisingfrom Active Directory to Entra IDor Google to Active Directory theryou will
need to know the corresponding attribute name for a correct mapping.g.

Active Directory to Entra ID
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AD Source Attribute Entra ID Target Attribute
displayName DisplayName
givenName GivenName

sn Surname

mail Mail

userPrincipalName UserPrincipalName
sAMAccountName MailNickname

c Country
telephoneNumber BusinessPhones

mobile MobilePhone

Google Users to Active Directory

Google Source Attribute AD Target Attribute

FullName displayName
Aliases proxyAddresses
PrimaryEmail mail

GivenName givenName
PrimaryEmail userPrincipalName
FamilyName sn

Attribute Manipulation

In your target environment you may have a need to create objects with attributes presented in a
different way. This is wherg/ou can rewrite attributes with either a Simple Expressionor a Complex
Expression (see later for more information)An example may be that a global organisation has a
requirement for all users last name to be upper case, and that athail addresses be lowercase. You
may want to append Company Namer Departmentto the DisplayName forclarity in the Global
Address List.

Mapping without a Source Pairing

Additionally you may have a scenario where the source Active Directory is not extendied
Microsoft Exchangebut you have a requirement to mapa target Attributesuch as
msExchRecipientTypeDetailor targetAddress etc
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Another scenario could be that you need to populate an attribute such as an extensionAttribute
that is used in EntraD to build a Dynamic Group that is used for Group based licensingnd that
particular attribute is reservedsolely for that purpose in the target

Source Attribute Target Attribute Simple Expression Name  Complex Expression Name

extensionAttributel3 EA13 for Licensing

Figure52 Mapping without a source attribute

Name * EAL13 for Licensing

Comments Set extensionAttributel3 to M365_E3 for group based licensing in Entra Id

IF:

o W

Mapping Source Attribute Value hd is null hd

<+ Add Condition

Target Value |"M365_E3"

ELSE

<+ Add Condition

sourceValue

Target Value

Figure53 Complex Expression to set a string value
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Simple Expression

Source Attribute Target Attribute Simple Expression Name

displayMame displayMame Suffix Company to
DisplayMame

givenMame givenMame

initials initials

sn sn uppercase

Figure54 Example Simple Expressiorn a mapping

Complex Expression

It may bearequirement in your organizatiorto have email addressand UPNformatted as
firsthame.lastname + target organization domain namee.g.

JSmith@contoso.comshould be created asjohn.smith@fabrikam.com

Source Attribute Target Attribute Simple Expression Name Complex Expression Name
userPrincipalName userPrincipalMame Set UPN to fabrikam.com
mail mail Set Mail to fabrikam.com
proxyAddresses proxyAddresses rewrite proxyAddresses

Figure55 Example complex expression in a mapping
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See Complex Expressions later.

Microsoft ExchangeAttributes

As stated earlier, shipped templates do not include anyMicrosoft ExchangeSchemaextension
attributes. You should carefully plan for the mskch* attributes that you need to flow and the
impact they will have in the target.

If youpopulate certain msExch* attributes that are defined for Shared Mailboxe$ Rooms, e.g.
1 msExchRecipientDisplayType

1 msExchRecipientTypeDetails
1 msExchRemoteRecipientType

and if Entra Connect is being usedin your target,then this will have the efect of telling Exchange
Online to provision aSharedMailbox/ Room.

Quite often this will be part of your design and can be incredibly useful.
Sync Options

Scope Match Map Sync Options User Account Mail Enable Options

Delete Target Objects Sync SID History
Legacy Password Sync Modern Password Sync

Sync Group Members Retain Target Group Members

Convert Contact a

Figure56 Sync Options

Delete Target Objects

Delete Target Objects .

Once PowerSyncPro becomes authoritative for an object in its scope, it will also be able to delete
objects in the target if they are deleted in theource orfall out of scope. If this is not a feature you
require then you shoulddeselect it here.
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Delete Target Objects @ I

Active Directory Recycle Bin

We highly recommend that yowenable the Active Directory Recycle binn your
environments. PowerSyncPro will search the Recycle Bwhen a sync runs and will restore
an object if it has a match for it.

Sync SID History

If you are performing an Active Directory migration, you will almost certainly need to migrate the
SID information to the SIDHistory on the target. Use this option to achieve thi®revious SIDHistory
is also synchronised.

Synchronising SID to SIDHistory requires additionactive Directoryconfiguration in your
environments such as:

In the sourcedomain:
1 Alocal group called SourceDomain$$$ where SourceDomain isyour actual Active

Directory Domain

SUB1%%8 Properties ? et
Object Security Attribute Editor
General Members Member OF Managed By

% SUBTSSS

Group name (pre-Windows 2000): SUB1sss

Description:
E-mail:
Group scope Group type
© Domain local 0 Securty
Global () Distribution
() Universal
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1 Enable TCP/IP client support on the source domain PDC emulator
0 Compute\HKEY_LOCAL_MACHINEYSTEMCurrentControlSet\Control\Lsa
o REG_DWORDcpipClientSupport=1

1 Enable auditing in the target domairon the Default Domain controllers Poligy

< ly

i Computer Configuration
w [ 7] Policies
> [ Software Settings

Default Domain Controllers Policy [DC4.BLUE.FA

Policy

1] Audit account logon events

|43 Audit account management

Pelicy Setting
Mot Defined

Success, Failure

5 Wind Sethi 5] Audit directory service access Success
w indows Settings

> 2] Name Resolgtion Policy L Audit logen events Mot Defined
|=] Scripts (Startup/Shutdown) ] Audit object access Not Defined
w % Security Settings L:?El,aﬂ.ud?t pO|IC_'|l' change Mot Deﬁned
> 54 Account Policies 4] Audit privilege use Mot Defined
v j Local Policies 1] Audit process tracking Mot Defined
3 j Audit Policy 4] Audit system events Mot Defined

) j User Rights Assignment
) j Security Options

1 Enable Advanced Auditing in the target domaiBefault Domain controllers Policy(when
you have advanced audit policy enabled)

=] Group Policy Management Editor = O *

File  Action View Help

o= 2E = HE

~ || Advanced Audit Policy Configuration
~ & Audit Policies

53 Account Logon
jﬂ Account Management

» jﬂ Detailed Tracking
jﬁ DS Access

> jﬂ Logon/Logoff

» jﬂ Ohbject Access

Subcategory Audit Events

| Audit Application Group Managernent Success and Failure
5 Audit Computer Account Managerment Success and Failure
it Audit Distribution Group Management
it Audit Other Account Management Events
it Audit Security Group Managernent

it Audit User Account Management

Success and Failure
Success and Failure
Success and Failure
Success and Failure
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=] Group Policy Management Editor = O ot

File  Action View Help
o= nm = HBE

w [ Advanced Audit Policy Configuration Subcategory Audit Events
v & Audit Policies
gﬁ Account Logon

5] Audit Detailed Directory Service Replication Success

=a iy . %% Audit Directory Service Access Success

:_ﬁ thco;..lr; T ankzllgemen 5] Audit Directory Service Changes Success
> 5 ailed Trackin o L ) o

- ? 5] Audit Directory Service Replication Success

5 DS Access
Legon/Logoff

Account Permissions
I Source credentials must have administrator access to the source PDC emulator

Member of :
Mame Active Directony Domain Services Folder
Administrators sub1.contoso t2t local /Buittin
Domain Users sub1.contoso t2 local/Users

I Migrate sIDHistory permissions are required on the target domain

Pemissions for PSP DirSync Allow Deny
Generate resultant set of policy (planning) | ]
Manage replication topology ] ]
Migrate SID history .-} _J I
Menitor active directory replication ] ]

Read only replication secret synchronization | ]
Hazmimats tambotanae [ [

Note: ThesAMAccountName ofService account that is executinghe SID to SIDHistory
sync must match the UPN leftpart if you have useduserPrincipalNamein your Directory
configuration.

0 @
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PSP DirSync Properties ? >

Published Cerificates  Member Cf  Password Replication  Dialin ~ Ohbject
Security Environment Sessions Femote control
Femote Desktop Services Profile COM= Attribute Editor

General Address Account Profile Telephones Crganization

IUser logon name:

pSp.SYNC @sub1.contoso t2 local e

Lser logan name (pre-Windows 2000):
SLUB1 PSP .SYTIC

Logon Hours. .. Log On To...

Legacy Password Sync

Scope Match Map Sync Options User Account Mail Enable Options

Delete Target Objects Sync SID History
Legacy Password Sync Modern Password Sync

Sync Group Members Retain Target Group Members

Convert Contact C

Tick this optionif you need tosynchronise passwords between Active Directory Domains. Note, it is
only the hash that is copied, not the actual password. Regardless of your targattive Directory
password requirements this value will be written. i.e. if your source password is 8 characters and
simple, but your target requires a complex password of at least 12 characterthe source

password will still be written.

Active Directoryuser HAY2 Uq WY GqRY U WOt JI WG 2t q lbFbasdfioviadGe + + 5 Y I
part of the password sync userAccountContol canbe mappedto achieveother account related

options.

Synchronisingpasswords requires additional configuration in your environments.
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Pemissions for PSP DirSync Allow

Reanimate tombstones
Replicating Directony Changes
Replicating Directory Changes Al
Feplicating Directory Changes In Filtered Set
Replication synchronization

Dur Dreetort fedmin Greone Tack

]C]E]E]C]C]g‘

hooaean

Modern Password Sync

Scope Match Map Sync Options User Account Mail Enable Options

Delete Target Objects Sync SID History
Legacy Password Sync Modern Password Sync
Sync Group Members Retain Target Group Members

Convert Contact C

This option requires theRemote Password Sync Agernihstalled on everyDomain Controller.

This option will facilitate syncing passwords where theenvironment has been configured to no

longer useRC4 and only useAESSHA for password hasheslt intercepts the password and uses

that to set the password on the target directoryn near real time This does mean that it requires a

GettsYI TWASCUNUWAHNNY!I DWRaqWre UW ' URWaq6 caqllet Il kKt WGE

NOTE: With this method it is important that the targek paH$word complexity requirementsare the
same or less restrictive than the source.

You can only either use Legacy or Modern Password Synaot both.

Sync Group Members

If you areperforming synchronisation of Groups, you may have a requirement to create empty
groups and not bring over group membership from the sourcer if there are existing groups in the
target with the same name andunction and you do not want toalter the group memberships of.In
this case you should deselect Sync Group Members.
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Retain Target Group Members

If this option is selected then existingarget group memberswho are notpart of any PSP sync scope
will remain, even if the group is updatedfter a synchronisation. E.g. as part of a merger into an
existing groupwhere target users are already present.

Target Groupmemberships are therefore not identically updated to match the source but all source
members will be added to the target group.

If you want both groups identical then consider a reverse sync for Groups.

If this option is not selected, then the complete list of source group memberships will replace any
target group memberships as long as they are inwser sync scope for PSP.

Convert Contact

Use this option if you have knowAD Gontacts in the target that represent users or groupfrom the
source. It may be that another tool or manual process had created contacts to support a
consolidated Global Address List buthow you need to convert them taactual User or Groupobject

types.

Invite Redirect URL

The redirect URL to use within the welcome messagent to Guests that are created The default is
set to: https://myapps.microsoft.com/?tenantid=<the target directory tenant id>

Object Type * User w  SyncAction* Create Or Update g
Create Object Type * External Guest v Match Object Type * User hd

Scope Match Map Sync Options User Account

Delete Target Objects Sync Group Members

Retain Target Group Members Send Invite Message For External
Users

Invite Redirect URL * https://myapps.microsoft.com/?tenantid=a883482e-470b-4069-264e-46f22bc 75361

Figure57 Invite Redirect URL
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User Account

Scope Match Map Sync Options User Account Mail Enable Options

Account Enable on Create * | Flow from Source v| Account Enable on Update * Flow from Source v

Always Enable

Always Disable

Flow from Source
Cancel Save

Figure58 User Account Sync Option on Create

Scope Match Map Sync Options User Account Mail Enable Options

Account Enable on Create * Flow from Source ~ Account Enable on Update * | Flow from Source v|

Always Enable
Always Disable

Flow from Source
Cancel

Keep as is on Target

Figure59 User Account Sync Option orUpdate

Account Enable

This feature allows you to define how Active Directory User Accounts should be configured in your
target during the create process, or subsequat updates that are processed

You have the options of:
Flow from Source
This has the effect ofeplicatingthe source status of a user account. i.e. the status quo.

Always Disable

Irrespective of the source account status, this will make the account AD Disabled in the target. This
may be useful for prestaging to ensureend-users cannot log in too early if they become aware of
the account. It is also often useful for creating Shared Mailboxes or Room Mailboxes that are
typically AD Disabled Accounts.

Always Enable

Irrespective of the source account status, this will make the account AD Enabled in the target. This
may be requiredduring orafter a migration event in which you wish to go live in the target for end
users.
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Keep as is on Target
This ensures that if the account status has been edited / updated on the target, then PSP will leave
italonesbc t WRY wi¢ UT W YWOYq6RUNIKO

Mail Enable

Default processing

PSP will always process the following attributes

1 malil

I mailNickname

1 proxyAddresses

I groupType

1 reportToOrignator

If those attributes are present on the source object, they will be written to target. The
legacyExchangeDN is written to th@roxyAddressesattribute as an x500 address.

If they are not presentPowerSyncProwill build them. and set the appropriate target attributes..e.
sAMAccountNameto mailNickname

NOTE:If the malil attribute is not present on the source object, then no mail attribute will be
written to the target. This is by design.

Plus the following attributes are written for maienabled usersif the target schema is extended for
Microsoft Exchange

91 legacyExchangeDNrhis is created as a GUIDmailNickname or sAMAccountNameif
mailNickname is not present

1 msExchRecipientDisplayTypeset as required for User/Group/Contact

1 msExchRecipientTypeDetailsset as required for User/Group/Contact

1 showlnAddressBookset per target if presentin the Address Lists Containein the
Configuration\Services Microsoft Exchange[org]

NOTES:
msExchVersion is NOT set by default. If you have a reason to set this then please create a
mapping and ifnecessary,use a Simple Expression to hard code a value
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msExchRemoteRecipientType iglso not set by default. If you have a need to set this to control

the mailbox in Mcrosoft 365/EXQ, then use Complex Expressions to gétset

msExchRecipientDisplayType, msExchRecipientTypeDetails and msRemoteRecipientType as

desired

Attribute Mappings Precedence

If there are attribute mappings present in the mapping configuration, they will always be

processed.

Mappings supersede Default processing. e.g. there is a mappirsgich assAMAccountNameto

mailNickname or a complex expression to set mailproxyAddressesor msExch* attributes-

then those mappings will take precedence.

Mail Enable Options

Scope Match Map Sync Options User Account Mail Enable Options

Mail Enable on Create Flow from Source ~ Mail Enable on Update * Flow from Source

EAP Enable on Create * Always Disable v EAPEnable on Update * Always Disable

Hide From GAL on Create * | Flow from Source v| Hide From GAL on Update * Flow from Source
Always Enable

Always Disable
Flow from Source

Cancel

Scope Match Map Sync Options User Account Mail Enable Options

Mail Enable on Create * Flow from Source v Mail Enable on Update * Flow from Source v
EAP Enable on Create * Always Disable v EAP Enable on Update * Always Disable v
Hide From GAL on Create * Flow from Source v~ Hide From GAL on Update * | Flow from Source

Always Enable
Always Disable

Flow from Source
Cancel

Keep as is on Target

Options available for configuration are:
91 Mail Enable
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1 EAPEnable- (Exchange Address Policy
1 Hide from GALT (Global Address Lis})
1 Keep asis on Target

These can be set for new Object creatioand Update object.

Mail Enable

Flow from Source
This has the effect of replicating the sourcenail-enable status of a user account. i.e. the status
quo. This should be usedwith a combination of attribute mappings with Always Enable

Always Enable

If this option isset to Always Enable, or Flomrdém Source (where the source object is maiknabled)
then PSPwill set the appropriate attributes on a target object so that it will appear to be a Mail
Enabledobiject in the target.

Always Disable
If the Mail Enablefeature is set to Always Disablethen Default processing does not occuffor new
objects and only attribute mappings are applied.

If AlwaysDisable isselected on Update or a target is matched and updated, then the
legacyExchangeDNand showlnAddressBookwill be cleared (but not for mailboxes)

Note: Always Disable will n ever be executed against a target Mailbox

This option cannotMailbox enable usersin on-premises, but the flow of attributes can be used to
have an Entra Connect enabled environment in the target have Exchange Online trigger a mailbox
creation. Useful for Shared Mailboxes, Rooms and Equipment

Keep as is on Target
This ensures that if the account status has been edited / updated on the target, then PSP will leave
RaqWedaYUWWmwmet WRY wWle UT W YWUYq6 RUNIO

Conclusion
If your objective is to have maienabled users in the target, then use aombination of attribute
mappings with Always Erable

Enable EAP Exchange Address Policy)

ForEAPT Exchange Address Policy yomay want this to always be disabled so that you can control
the exact email addressthat is configuredfor objects. You do not need to map these attributes.
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msExchPoliciesExcluded={26491cfc-9e50-4857-861b-0cb8df22b5d 7}
msExchPoliciesIncluded ={26491cfc-9e50-4857-861b-0cb8df22b5d7}

The target may have a different poligyand it is likely that you willvant the source object values to
define the email addressor set them explicitly with the use of a complex expression.

Enable Hide from GAL (Global Address List)

It may be thatinitially you want all objects hidden from the Global Address List while you are in pre
migration designphase and do not want target users tsee them in theGlobal Address Listjust yet.
At the cutover date you might switch this to Disable@r Flow from Source.

msExchHideFromAddressListsattribute is set as follows:
True/False/Not set

Boolean Attribute Editor X

Attribute: msExchHide FromAddress Lists

Value:
() True

(®) False
() Mot set

Figure60 msExchHideFromAddressLists

Simple Expressions

A simple expression is a set of rules that are applied in sequence to manipulate each source
attribute value until the end of the list of rules, or until Stop Processing = 1 on any of the rules.
These perform faster than complex expressions but are limiteth their scenarios.

NOTE Simple (and Complex) Expressions need to be created in advance before they can be
used on a Sync Profile.

Simple Expressions are primarily used for the nre basic of use cases for attribute rewriting in your
mapping table, such as: add/remove/replace strings, prefix/suffix and upper / lower case.Complex
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Expressions aremuch more feature rich and flexible and more likely to be able to achieve your
desired goal. There is a marginal performance difference using Simple Expressions versus
Complex Expressions, but in our testing that has been barely noticeable even with hundreds of
thousands of objects synchronising.

What If
After you have worked with yourewrite expressions besure to check theWhat Ifor Single
Object report before running an exporto ensure you achieve your desired results.

Rewrite Function *

Match Type *
_______________________________________JN
Add String
Match Value *
Lower Case
Stop Processing I Prefix

Remove String

Cancel Replace Regex i

Figure61 Simple Expressions

Options

Depending on the rewrite function there may be additional fields
Function Description
Add String AddsNew Value to the list of values for the target object
Lower Case Forces the source value to be lower case
Prefix Adds the specifiedPrefix to the start of the source value
Remove String Removes the source value altogether
Replace RegEx Replaces thePattern in the source value withReplacement
Replace String Replaces theFind Value in the source value withReplace value
Suffix Adds the specifiedSuffix to the end of the source value
Truncate Truncates the source value at the specified.ength
Upper Case Forces the source value to be upper case

Create Simple Expressions
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Go to Settingsand choose Simple Expressions

B Directories
&8 SMTP Domains
S Sync Profiles

= Sync Match Rules
=':-' Sync Map Rules

z Simple Expressions

Thefollowing exampleswill show you how to create some simple expressions,in this case,
lowercase and uppercase.

Click 91 3¢ qlImw
1 Name: Give you Simple Expression aneaningful name e.g.uprefix lowercase and

truncate Civthe /b ¢ Gfléles
1 Comments: Add any comments thatmight help with further explanation of this expression

Add Only Matches

EnablingAdd Only Matches will only add values that matchedone or more of the simple
expressions. DisablingAdd Only Matches will always add the source values themselves PLUS
values that matched one or more of the simple expressions

Add Only First Match

EnablingAdd Only First Match will only add the value that first matched the simpleexpression and

TYWULt Uk qWagéUWG! YHEIJE + WY aAdldOnhIFirst atdh Milliswiays procestOall? Rt ¢ AU R
source values If you need to update alvalues for a multivalued attribute, then you should not

enable this.
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Create New Simple Expression

Name * mailNickName Migrate to Fabrikam

Comments Prefixed with contoso_, Convert to Lowercase , Truncate to 64 characters
Add Only Matches

Add Only First Match O

Figure62 Create simple expression

QURHL Wmw9l Ve qWlwlWqYWRI D¢ qRWWUWs Wl 200

Rewrite Function
Choose yourRewrite Function

Match Type
This defines low you want to narrow down the source attribute value to apply the rewrite function
to:

9 Like: a simple wild card expression

1 RegEx: a full regular expression

Choose Like or Match Generallyyous Ye G 1 We t W Wmbx R W6 1 Jwe Oa 13t + W Ye We
string values.

Match Value
The value to use for checking if the source attribute value should be rewritteMou can useasterisk
* here, ora value if you are only wanting to work with specific string values

Stop Processing
If this isunchecked then the expression will continue to anyprocess other Rewrite functionsyou
have in this expression If you useStop Processing then you may want to consider the ordering.

Click bE ¢ 2 U m

EXAMPLE
1 Prefix with contoso_
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i Converted to Lowercase

I Truncated to 63 characters

Rewrite Function * Prefix
Match Type * Like
Match Value * -

Use * as wildcard

Stop Processing ]

Rewrite Function * Lower Case
Match Type * Like
Match Value *

Use * as wildcard

Stop Processing m]

Rewrite Function™

Match Type *

Match Value *

Stop Processing

Length *

Truncate

Like

*
Use * as wildcard.

o

Create New Simple Expression

Name *

Comments

Add Only Matches

Add Only First Match

Rules
Rewrite Match Match
Function Type Value
@ Prefix Like -

@ Lower Case Like

@ Truncate Like *

1-3 of 3items

mailNickName Migrate to Fabrikam

Prefixed with contoso  Convert to Lowercase Truncate to 64 characters

contoso_

Show| 10 ¢ entries

4

Stop
Processing

(]

%]

Actions

e [ Wowee
/e | Wi
/oo [ W |

Order

Figure63 Configuresimple expression

Working example
Source mailNickname
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Widgets.Engineering.Operations.Weekend.Support.Notifications
(60 Characters)

Becomes:
contoso_ widgets.engineering.operations.weekend.support.notifica
(prefixed and truncated to63 Characters)

Suffix

In this example we can use a Simple Expression tad the migrating Source Company Name to
Display Name or Department:

Rewrite Function ™ Suffix
Match Type * Like
Match Value * -

Use * as wildcard.

Stop Processing O

Suffix * (Contoso Ltd)

Figure64 Simple Expression for Suffix

UpperCase
In thisexample we could use upper case to sesghcingobjects SN / Last Name to upper case
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Rewrite Function * Upper Case
Match Type * Like
Match Value * *

Use * aswildcard.

Stop Processing O

Figure65 Simple Expression for upper case

In this example we could use this to replace any attribute thasseealue that needs to be replaced
everywhere e.g. Company Name

Rewrite Function * Replace String
Match Type * Like
Match Value * *

Use * as wildcard.

Stop Processing (]
Findvalue * ‘Contosc- |
ReplaceValue ‘Fabrikam

Figure66 Simple Expression for Replace String

Regular Expressions

Regular expressions can be used both as the match type and as the find/replace

So you can saymatch ~(\ d{3}) - Contoso$ to mean any3 digits followed by-Contoso.
For the Find and Replace you can use complex regular expressions to pick out parts of the source
value, e.qg.
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Find [a-zA-z0-9](* [I(*) @(*) Replace $3%$1@$%$40 change
firstname.lastname@domain.com to firstinitiallasthame@domain.com or other weird and
wonderful things you can do withregex replacements.

Rewrite Function * Replace Regex
Match Type * Like
Match Value * -

Use * as wildcard.

Stop Processing O

Pattern * | |

Replacement | |

Complex Expressions

Complex Expressions are used for both scoping (to narrow down which objects are in scope for a
sync profile) as well as mapping (to make decisions based on multiple source attributes, or to
complete complicated transformations (rewrites) on the source attribute value.

Directories

B
& SMTP Domains
7~ sync Profiles

13 Simple Expressions

ﬁ Complex Expressions

X Ignored Objects

Figure67 Complex Expressions
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Complex Expressions are extremely flexible and powerful arallow you toget very specific and
very granular in your syncing needs.

\ Complex Expressions have largely superseded Simple Expressions
A Complex Expression is a nestedrThen/Else statement with eachlFable to contain multiple
rules combined with either an AND or an OR. Within each rule you can put attribute name, function

and value.

EachComplex Expression you create is specifically tied to a directory pair and catiherefore only
be used on a sync profile that matches your directory pairing.

Complex Expressions can be used on:

1 Scoping
1 Matching
" Mapping

Unless otherwise stipulated, you should assume that everywhere in Complex Expressiogsu
should be working with casesensitive syntaxexcept for the attribute values themselves When
using attributes here, you must use the LDAP case of attributetiyphensneed tobe removed For
Active Directory these can be found athttps://learn.microsoft.com/en -
us/windows/win32/adschema/attributes -all

All attributes can be referenced by name, for attributes with hyphens yooust remove the hyphens
to refer to that attribute, or you can usethe GetValuehelper function

e.g. SAMAccount - Nameshould be reference assAMAccountNaméthe Ldap-Display-Name)
Source Value
This is alwaysn the IFsection. You can use AND/OR andonditions. You can wse C# methods (with

some exceptions) as needed.

You can also justuseb~ ¢ GGRURNWE Y 2 | # 1J Lif youdnteficeus|thieli@nte doenplex LLI
expression on multiple attributes. E.g. mail and UPN
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Mapping Source Attribute Value W contains v | | |@contoso.com

Figure68 Mapping Source Attribute Value

IF:

e [

userPrincipalName v equal v

not equal
begins with
doesn't begin with
contains

doesn't contain
ends with
doesn't end with
is empty

is not empty

is null

is not null
expression is true
expression is false

IF attribute:
The list of functions are as follows
Function Comment
Equal Attribute value equals a specific value
Not equal Attribute value not equal to a specific value
Begins with Attribute value begins with the specified string
YWt Uk qWAHBDY aqql RHz qUlW2¢de DWI YWt Uk qWAHINRU WS §
Contains Attribute value contains the specified string
YWt Uk qWHRYUC qql RHz qUW2c¢de DWI YWt Uk quWrRYUqe RUL
Ends with Attribute value ends with the specified string
2YUt Uk quWUIUT  qql RHzqUW2cde JW Yt Uk qWUIUT Ws Ra(
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Is Empty Attribute value is empty (note that NULL <> empty)
Is not empty Attribute value is not empty

Is null Attribute value is null

Is not null Attribute value is not null

Expression is true
Expression is false

Any Multi value attribute has at least value

Any_Containing Multi value attribute has at least value containing the specified string

Any_not_Containing Multi value attribute has at least value not containing the specified
string

Any_Equal Multi value attribute has at leastone value equal to the specified string

Any_not_Equal Multi value attribute has at least value not equal to the specified string

You should note thatempty (not empty) and null (not null) can be different A good understanding of
attributes is required here.

Target Value
This is used in the THEN/EIES You can se C# methods (with some exceptions) as needed.

Working with existing target values
You can also work with the targetValuey usingMapping Target Attribute Value This can be useful
where there are targetfattributes that you do not want to overwrite fom the source,

IF:

Add rule .

Mapping Target Attribute Value v is not null v

=+ Add Condition

targetValue ®

Target Value

=+ Add Condition

sourceValue ®

ELSE

Target Value

or you might use targetValue + 2'
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IF:

Addrule | .

Mapping Target Attribute Value v

=+ Add Condition

Target Value

sourceValue+" 2"

ELSE

=+ Add Condition

Target Value

i No value specified so the source value will be used

C# objects and methods
You can use C# like code to set an attribute value.

Note that the code syntax is case sensitive. i.e.
A sourcevalue.replace is not the same assource Value. Replace

A .split isnotthe same as. Split

Example Code Snippets

Convert to Immutableld Convert.ToBase64String(ObjectGUID.ToByteArray())

Concatenation t ~ #HAYaeUq calweWmorYUqVYt YIOH

Left part plus domain 2t W1 Al RURRG¢ilO COWNIEGIORQbLhOKDb

Replacement b Yel AIJéc e DIOANGHEC HIIbmo A WmbX X
Validation

When creating Complex Expressions the wizard will validate your Syntax:

Success:
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Target Value |userPrincipalName.Split('@")[0] + "@engineering.fabrikam.com" (@ ’

Fail:

Target Value |userPrincipalName.Split('@') |Cli +"@engineering.fabrikam.com” ®

E> 'I'or, expected (at index 60).

Examples

MAPPING

UPN and Mall

Here, | want to set the migrating users UPN to fabrikam.com unless they are in the engineering
department in which casethen | want toset the UPNto engineering.fabrikam.com otherwise write
the source UPN

If UPN containscontoso or widgets, then set UPN adeftpart of source + @fabrikam.com
If UPN containscontoso or widgets AND IF departmentbegins withengineering then set UPN as

leftpart of source + @engineering.fabrikam.com

As stated earlier, Complex Expressiongor mappingand matchingare tied to directory pairings.
For Scoping onlyone Directory is required.

CREATE
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Create Complex Expression

Name * Set UPN to fabrikam.com

Type* Mapping v
Source Directory * contoso.local v
Target Directory * fabrikam.local v

After creating the complex expression, you'll be able to go to edit it to set the logic. The type and directories cannot

be changed.

Cancel

Edit Complex Expression

NOTE be careful with theAND/OR as they are both blue and it is easily forgotteto toggleand
not always obvious when theAND/OR is depressed.
1 Light blue and focused is selected

i Dark blue and shadow isNOT selected
ORstate

] <=

mail A4 contains ~ | contoso
mail hd contains v | \widgets

Figure69 OR sstate enabled

AND state
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company A equal +  Contoso Limted
department hd contains w |  |Engineering

Figure70 AND state enabled
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Edit Complex Expression x
Name * Set UPN to fabrikam.com
Comments Set the migrating users UPN to fabrikam.com unless they are in the engineering department then set to

engineering.fabrikam.com otherwise write the source UPN

IF:

o Lo -

userPrincipalName v contains v | contoso
userPrincipalName v contains v widgets

IH W Remove Condition
m

department v begins with w | engineering
=+ Add Condition
TargetValue |userPrincipalMame.Split{'@")|0] + "@engineering.fabrikam.com" @

ELSE

+ Add Condition

TargetValue |userPrincipalMame.Split{'@')[0] + "@fabrikam.com" @
ELSE
TargetValue |userPrincipalName @

Cancel Save

Figure71 Set target UPN

Target Value examples
userPrincipalName .Split('@")[0] + "@engineering.fabrikam.com"
userPrincipalName .Split('@")[0] + "@fabrikam.com"

And for mail | would have:
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Name * Set Mail to fabrikam.com
Comments set the migrating users mail to fabrikam.com
IF:
sini] 1 on
mail hd contains | | contoso
mail v contains v widget

=+ Add Condition

Target Value |mail.Split('@')[0] + "@fabrikam.com” @

ELSE

=+ Add Condition

Target Value

mail @

Figure72 Set target mail attribute

Here | am not treating engineering users differently for mail.

proxyAddresses
If you are migrating domains as part of your project, then most likely you wsiimply want to flow
Gl Y+! WeT T 1 13t 10t Wwet HoRflowin@ibmains héealise tRisliRandiliéstiteelHgdl 1J LU

the domains need to remain in the source then you would most likely need to rewrite the proxy
address entries to maintain a degree afeplyability, especially if you are rewriting the From, To, Cc
and Bcc in your migration tools.

The Complex Expression for proXdddresses uses a different pattern because it is a multivalued
attribute and you need to process alentries on that attribute. ¢ 131 1JWs JWH¢ Ulle t Wa Wb~ ¢ GGF
qaql RAzqUWéciea U

So in this example | anwriting:

IF

any entry in theproxyAddressesattribute contains @contoso.com or @vidgets.com then re-write
that entry asfabrikam.com

AND IF
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Any entry in theproxyAddressesattribute contains @contoso.local then re-write that entry as
fabrikam.local

AND IF

Any entry in theproxyAddressesattribute contains @contoso.mail.onmicrosoft.com then re-write
that entry as@fabrikam.mail.onmicrosoft.com
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Name * rewrite proxyAddress entries
Comments User to set all other entries in proxyAddresses other than the Primary SMTP Address that is added from the mail
attribute

IF:
o] - o

Mapping Source Attribute Value v contains w| | |@contoso.com

Mapping Source Attribute Value v contains v | (@widgets.com

+ Add Condition

Target Value:

Target Value [sourceValue.Split('@")[0] + "@fabrikam.com” @

ELSE

& W Remove Condition
s ]

Mapping Source Attribute Value v contains | | |(@contoso.local

=+ Add Condition

sourceValue.Split('@')[0] + "@fabrikam.local" @

Target Value

ELSE

IF: i Remove Condition
.

Mapping Source Attribute Value v contains | | @contoso.mail.onmicrosol
Target Value |[sourceValue.Split('@')[0] + "@fabrikam.mail.onmicrosoft.com” ‘ @
ELSE
+Add Condition
Target Value ‘ @

Cancel Save

In my Mappings on my Sync Profile | would now have:
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Source Attribute

userPrincipalName

mail

proxyAddresses

displayName

PewerSyncPro

Target Attribute

userPrincipalName

mail

proxyAddresses

displayMame

Simple Expression Name

Suffix Company to DisplayName

Complex Expression Name

Set UPN to fabrikam.com

Set Mail to fabrikam.com

rewrite proxyAddress entries

givenMame givenName

initials initials

sn sn uppercase

company company Rewrite Company Name

Figure73 Mappings with Complex Expressions

If we look in theSingle Object Report for one of my useReport, this is what we see:

Attribute Source Value Future Target Value

company Contoso Fabrikam

displayName Chris Carter Chris Carter (Contoso Ltd)

mail chris.carter@contosos.com chris.carter@fabrikam.com
SMTP:chris.carter@contoso.com SMTP:chris.carter@fabrikam.com
smitp:chris.c.carter@widgets.com smtp:chris.c.carter@fabrikam.com

proxyAddresses smtp:chris.carter@contoso.mail.onmicrosoft.com |smtp:chris.carter@fabrikam.mail.onmicrosoft.com
smtp:chris.carter@contoso.local smtp:chris.carter@fabrikam.local
smip:CCarter@widgets.com smtp:CCarter@fabrikam.com

sn Carter CARTER

userPrincipalName |chris.carter@contosos.com chris.carter@engineering.fabrikam.com
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ConsistencyGuid

There may be aroccasion where you need to capture the existingnS-DS-ConsistencyGuidin its
Immutableld format for later use.The Immutableld is used by Entr#D to link on-premises and
Cloud objects.

Herewe can say that ithe mS-DS-ConsistencyGuid is NULLthen convert the ObjectGuid to the
Immutableld format

We can use:
Convert.ToBase64String(ObjectGuid.ToByteArray())
#1171 OAOOt 41 " AOAEzmM3 OOET Cs1 OAO#1 1 OEOOAT AU' OEAt 41 " UOA! OOAU

e.g.

Name * ConsistencyGuid

Comments Convert ConsistencyGuid to ImmutablelD for later use.

mS5-DS-ConsistencyGuid v is null A4

+ Add Condition

Convert.ToBase&45tring(ObjectGuid. ToByteArray()) | @

Target Value

= Add Condition

Convert.ToBase&4String(msdsConsistencyGuid.ToByteArray()) | @

Target Value

From myWhat Ifreport
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Overview Attributes Migration Batches User Profiles Errors

) Only show pending attribute changes

Attribute Source Value Future Target Value

extensionAttribute? 01AxjNcb5keij/L/AqORig==

SCOPING

An example of Scoping for Entra I¥here you need Sync profiles to work with Guests, Members
and Groups

With Entra ID there are no Containers to workso we need to workwith attribute if youonly want a
subset.

Here is anexample for Entra ID Security Groups

I do not want tosynchronise Groups that areDynamic or Unified or on-premises synchronised or
Mail EnabledT therefore leaving me only Entra ID Cloud native Sadty Groups.
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Name * Entra ID Groups Eligible

Comments

IF:

GroupTypes v any equal v | Unified

GroupTypes v any equal | | DynamicMembership

OnPremisesSyncEnabled v equal w

MailEnabled v equal w

Ofalse
@true

Ofalse
@true

= Add Condition

ELSE

In Scope: <:

Figure74 Scope for Entra ID Security Groups

Here | am scoping dnfor Entra ID Guest Accounts
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MName * Entra ID Guests

Comments

IF:

o [0

Delete

UserType - equal ~  |Guest

=+ Add Condition

In Scope:
ELSE

= Add Condition

In Scope: [

Figure75 Scope for Entra ID Guests

Here | am scoping only for Entra ID Members

Declaration Softwar e Ltd | Company Number 12262043
www.powersyncpro.com | T. +44 20 3880 2772info@powersyncpro.com
73 WrestHouse, Wrest Park, Silsoe, Bedford, England, MK45 4HR



http://www.powersyncpro.com/
mailto:info@powersyncpro.com

(P\@WerSyncPro

Name ™ Entra ID Members

Comments

IF:

o 18

UserType - equal v Member

=+ Add Condition

In Scope:
ELSE

=+ Add Condition

In Scope: [

Figure76 Scope for Entra ID Members

Here | want to scope for a subset adlivesting users inActive Directory. | only want users from the
Engineering DepartmentANDwhere the account is enabledANDthey are based in the United
KingdomAND have an email addresswith widgets.
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Mame * Scope for Divesting Users

Comments

department A contains | | |lengineering

I W Remaove Condition

Cmem

AccountEnabled v equal

Ofalse
@true

IH W Remove Condition

coDCm

Country hd equal | | United Kingdom

IH W Remove Condition

o 8

Mail hd contains | | |widgets

4 Add Condition
in

Scope:

ELSE
+ Add Condition
In

Scope:

+ Add Condition
In

Scope:

4 Add Condition

In Scope:

ELSE

ELSE

ELSE

+ Add Condition

In Scope: [
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Figure 77 Scope by multiple attributes

MATCHING
Complex Expressions for matching allow you to buildn attribute from the source, that would
match at object in the target.

e.g. If the sourceuserPrincipalNameand mail arefirst letter of first name + surname @ domain
name, but in thetarget, they arefirstname.lastname@domain.com

e.g.
givenName Conrad Conrad
SN Murray Murray
userPrincipalName cmurray@contoso.com conrad.murray@fabrikam.com

So, you could have a complex expression like:

givenName+"."+SN + "@fabrikam"

Name * Match Contoso to Fabrikam
Comments Convert source UPN values to firstname.lastname@fabrikam.com and check for a match.
userPrincipalName hd is not null hd
+ Add Condition

TargetValue |givenName+""+SN + "@fabrikam” @

4+ Add Condition

Target Value

ELSE

A - -
1 Mo value specified so the source value will be used

So, CMurray@contoso.commatches conrad.murray@fabfrikam.com
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Or, if it was an exact a left part match but differentight partin on-premises AD

Name * Match Contoso to Fabrikam

Comments

[oue]

userPrincipalName hd is not null hd

<+ Add Condition

UserPrincipalName.Split('@")[0] + "@fabrikam.com” (&]

Target Value

<+ Add Condition

Target Value

ELSE

1 No value specified so the source value will be used

Or, if it wasan exacta left part matchin a pre-migration (domain not yet cutover)to Entra you might
have something like:
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Name * Match Contoso to Fabrikam

Comments

(oo

userPrincipalName A is not null -

+ Add Condition

UserPrincipalName.Split('@")[0] + "@fabrikam.onmicrosoft.com™ @

Target Value

<+ Add Condition

Target Value

ELSE

1 No value specified so the source value will be used

Ignored Objects
B Directories
&8 SMTP Domains

s Sync Profiles

Sync Match Rules

Sync Map Rules

—
HP

Simple Expressions
W Complex Expressions
X Ignored Objects

Ignored Objecs is used to remove the matched objects from import and from export, regardless of
directory settings for system objects.
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Entries in this list are ALWAYS explicitly excluded from sync - even if they are in scope
and matched.

There is a baseline list of objectshat is automatically pre-populated for each directory thatis
added.

Label Description

Ignored Object Name The pattern to match to the cn attribute value of the object

Directory The directory that this Ignored Object should be checked for

This is the current list of 21Active Directoryignored objects that are prepopulated.

Ignored Object Name Actions
1 ADSyncAdmins

ADSyncBrowse
ADSyncOperators
ADSyncPasswordSet

DHCP Administrators

DHCP Users
DiscoverySearchMailbox {#*-*-*-*
DnsAdmins

DnsUpdateProxy

=A =4 =4 =4 4 4 4 -4 4

Exchange Install Domain Servers

You can add more to match your environmentE FOD FOW! Ye WG ¢! W6 ¢ 2 13 MG RWISLWY a 6 131 L.
groups, or restricted groupsfor special projectsor VIPs.

Jobs

All jobs for Sync Profiles that are not excluded from schedule will run per the configured schedule.

If you need to run a specific job manually, you can right click from the schedule screen or come to
the Jobs section and run a job manuallyPrevious run jobs are listedhere with their Status, Start
Time, Finish Time and statisticsinserts. Updates, Deletes,No Changes, Errorsand Warnings.
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In normal operation you should not need to run these manually except for Refresh Schema that
should be run if you know any updates have occurred to your directory schemB.g. a Microsoft
Exchange CU has been applied that made schemzhanges.

There is no issue to rufobs manually outside of the schedule.

RefreshSchema

Run Refresh Schema

Directory * psptestsrc.local

Cancel Save

Running Jobs

Refresh Schema wi

Import Containers

Run Mew Import Containers Job

Directory * itmurray.local
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Import Objects

Run Import Objects x

Directory * itmurray.local -

Is Full Import

Is Full Import
You shouldnot need to choose betweenfull or deltaimport as the schedulewill elevate to full
import or full sync when it needs to

A full import can take significantly more time to run than just scheduled delta importand it may
also overrun andthen impact scheduled delta runs. You should only run this when needed.
PowerSyncPro manages thevhen and ifneedsto run a Full Import.

A

>\

Full import will re-read all the objects from the directory and reconcile with what
PowerSyncPradhas stored

Delta Import onlyimports the changessince the last import. For AD this is the USN, for
Entra D this is the graph delta query

All scheduled runs ae deltabut will elevate to full import when it needs to

A full sync will always follow after a full import.
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Sync Objects

Run Sync Job x

sync Profile * -

Is Full Sync
Contoso to Fabrikam Match and Convert to MEU

Contoso to Fabrikam Groups

Contoso to Fabrikam Users

Divest Widgets

Google Groups to Other

Google to Other

You shouldnot need to choose betweenfull or delta syncas the schedulewill elevate tofull sync
when it needs ta

A full sync can take significantly more time to run than just scheduled deltayncs. You should only
run this when needed. PowerSyncPro manageshen and ifit needsto run a FullSync.

>\

Full Sync wil re-sync all of the in scope objects

>\

Delta Sync will onlysynchronisethose objects marked as having been updated/requiring a
sync

>

All scheduled runs are delta. The scheduled runs will elevate to full sync when it needs to

>

A full sync will always follow after a full import.

Export Objects

Here you can run an Export for one specific profile, rather that all profiles per the scheduler
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Run New Export Job x
Sync Profile * | Contoso to Fabrikam Users -
Cancel Contoso to Fabrikam Groups -
Contoso to Fabrikam Users

Divest Widgets

Google Groups to Other

Google to Other

Sync SID History

Run New Sync SID History Job x

Sync Profile * Contoso to Fabrikam Users - |

Cancel m

Sync Passwords

Run New Sync Password Job x

Sync Profile * Contoso to Fabrikam Users - ‘

Cancel m
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JobQueue

2" Refresh Schema
=] Import Containers
) Import Objects
S Sync Objects
 Export Objects
= Sync SID History

& Sync Passwords

s Job Queue

The Job Queue will show, as it says, any jolgiting to run. In normal operation this view should be
mainly empty.

If you see an uncleared job here, this could indicate a problem. You may be advised by support to
delete a stuck job, restart the service and see if normal operations resume.

If you still have stuck jobs here, this indicates a wider problem that needsirther investigation.
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Remote Agents

(/F-"@werh vncPro

Schedule

2 Settings <
E Remote Agents
# Freshared Keys
* Certificates

@ Failed Communications

If you chose Remote Agents as part of yoimstallation, then an additional set d configurations will
appear on the navigatothat require additional configuration.

Remote Agens allow you to have a lightweight ageninstalled in your environmentbut have the
PowerSyncPro servehosted in adifferent network. This is especially usefulvhere youhave
disconnected networks that cannot easilybe connected. The Remote Agens allow you tohost the
PowerSyncPro serverm a DMZ orAzurewithout the need to open all required ports for Active
Directory.

You must configure the Pre Shared Key and Certificate before moving to an Agent installation.

Installation
The Remote Sync Agent can be installed on any Active Directory Member Server, whereas the
Remote Password Ageniust be installed on each Domain Controller.

SSL and Ports

The Remote Agertcommunicate over SSL(HTTP/2)and only requires a single TCP port to be
opened. The PowerSyncPro server must have a valid certificate availabledad trusted bythe
Remote Sync ServerThis can be aself-signed certificate although a 3¢ party certificate is
recommended.
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The TCP Port can be defingger your own environment TCP Port 500 is the default Remote Agents
port chosen by the PowerSyncPro Server.

NOTE TheSubject or Subject Alternate Namemust be an exact match of youlSSL
Certificate Subject. Yourendpoint, however, can be any of the other Subject Altarative
Names on your certificate including wildcards.e.g. https://psp.contoso.com:5001/Agent. If
you browse to that URL using a Web Browser then there should be no security warnings

n  Certificate >

General Details  Certification Path

Shaow: | <All= v

Field Value =

Signamre hash algorithm sha2s6
Issuer Sectigo R5A Domain Validation...

=] valid from 24 November 2023 12:00:00

=\ valid i 28 December 2074 11:59:59
[=]|subject contoso.com

=1/ Public key RSA (2048 Bits)

Public key parameters 0500
E]ﬂl ithrrity Kew Tdentifier KeuTN=RARrErr454adRas 177 N

Figure78 Certificate Subject Name

Pre Shared KeysbA E u

During the installation of the Remote Agenyou will be required to provide a preshared key to
initially encryptthe communication between the agent and thePowerSyncPraServer.After this
initial communication the Agentwill download the certificate from PowerSyncProand then create
its own local Certificate. (See certificates later)

Create
Click Create from the Pre Shared Keys screen and then generate.
1 Agent Type:This isPassword Agent or Sync Agent depending on the type of Remote Agent

you are installing

1 Domain Name: This is the FQDN of the domaithe server hosting the sync agent is
installed on.

1 Machine Name: Thisis the NetBlOShostname only of the server hosting your Remote Sync
Agent. Do not use thénost FQDN here.
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Add New PSK X
Agent Type * Sync Agent bl
PSK™ BGwOFStWoAzc5qUYalY+RgbT5lal4s9hDszBvKBPTwng+Cez)xpD9Tks+REWTOL

25 Generate Key

Domain Name * contoso.t2t.local

Machine Name * PSPRemoteAgent

Figure79 Pre Shared Key configuration for Remote Sync Agent

Pre Shared Keys

. Show 10 2  entries
1-1of litems

PSK AgentType  Domain Name Machine Name IsLatest Generated Time

BGWOFStWoAzc5qUjYaUY+RghT51al4s9hDszBvKBPTwng+Cez xpDITks+REWTOL Sync Agent contoso.t2t.local PSPRemoteAgent v 05/03/2025 12:07

You will ise the Pre Shared Key during your installation of the Remote Agent
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"8 PowerSyncPro Sync Agent Setup = >

Connection
Flease provide the connection options for the Sync Agent

Pre Shared Key: IBGwDFSth.ﬁ.zcEqu\"aUY +RgbT5Ia14s9hDszBvKEP Pwng +HCo

PowerSyncPro URL: Ihth:s:ﬁpspma.mntoso.tzt.dev: 5001/agent

Figure80 Pre Shared Key used during installation

Note: The Pre Shared Key is used once per Remote Agent and will be removed once the Remote
Agent is accepted into the console.

Certificates

This Certificate is different to your SSL Certificate and is useafter registration to sigh and encrypt
communication between the PowerSyncPro Service and the Remote Agent.

Click Create Certificate.
1 Agenttype: This is Password Agent or Sync Agent depending on the type of Remote Agent

you are installing
1 Name: Defaults to PowerSyncPro Agent Service. You can accept this or choose your own
1 Months Valid for: Defaults to 12. You can choose a value that meets your business needs.
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Add New Certificate X
Agent Type * Sync Agent hd
Mame * PowerSyncPro Agent Service

Months Valid For * 12 = ‘

Figure81 PSP Remote Sync Agertertificate creation

Add New Certificate .
Agent Type * Password Agent hd
Name ™ PowerSyncPro Password Agent Service

Months Valid For * 12

Figure82 Add new certificate
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Certificates
Name Agent Type Is Latest Generated Time Expires
PowerSyncPro Agent Service Sync Agent W 30/05/2024 15:13 30/05/2026 15:13

Figure83 Certificate created

After installinga RemoteAgent two additional certificates will be present on youMember Server
and/or Domain Controller in the Computer Personal Store.

Certificates on Remote Sync Agent Server

ﬁ Certs - [Console Root\Certificates (Local Computer)\Personalh\Certificates]
& File Action View Favorites Window Help

o= rE el e HE

[ Console Root lssued To - lssued By Expiration Date  Intended Purposes
v & ;"‘:“m‘ I('-"“' Computer) 2:113c6a3fb-F46c-44c3-be52-0763bde5dT67 Microsoft Intune OD) Connector CA 20/03/2025 Client Authentication
¥ ersonal #5117f422a7-29¢7-4199-9¢ 53 d3fec63aB4b2 Microsoft Intune ODJ Connector CA 22/03/2025 Client Authentication
| Certificates
~ [ Trusted Root Certification Authc
] Certificates
Sl PowerSyncPro Agent Service PowerSyncPro Agent Service 30/05/2026 <All=

» [ Enterprise Trust
» [ Intermediate Certification Authc
% [ Trusted Puhblishers

Figure84 Local certificates on a Remote Sync Server

Certificates on a Password Sync server

ﬁ Consolel - [Console Rooth Certificates (Local Computer)\Personal\ Certificates]

ﬁ File Action View Favorites Window Help
ol ARalea (N =NREREN 7 )i

7] Console Root
W Iﬁl Certificates (Local Computer)
v [ ] Personal
| Certificates
> [7] Trusted Root Certification Authorities

-~

Issued To lssued By Expiration Date

owerSyncPro Passwor ent Service PowerSyncPro Passwor ent Service
p SyncPro P d Agent Service P SyncPro P d Agent Service  24/07/2025
E PowerSyncPro PasswordAgent PowerSyncPro PasswordAgent 24/07/2025

Figure85 Local certificates on a Password Sync Server
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Approve Remote Agent

After you have secessfully run the installer on your Remote Agent server, you will need to return to
the Remote Agentssection in PowerSyncProand approve theagent. The reason for this is that the
Remote Agents have privileged capabilities and therefore a double optisiddeemed necessary.

(BswerSyncPro = SyncService  IMigration Azent Tenant Settings (@) Default\conrad.murray

Schedule Remote Agents

£ settings 3
Version: Machine Name:

& Remate Agents

@ Remote Agents «

P Preshared Keys

# Certificates

Download CSV
@ Failed Communications.
Jobs < . Directory Agent 0s Registration Last
Machine Name Name Type Version Version Complete Contact Approved Domains Actions
B Reports <
PSPRemoteSync.c . _local  _. rlocal Sync Agent v 24/07/2024 o M <:|
18:06

Show 10 # entries
11 of Litems < ' >

Figure86 Approve Remote Agent

Are you sure?

Are you sure want to approve Sync Agent on
PSPRemoteSync.other.local?

w0
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Service

After a successful installation and configuration you will see the PowerSyncPro Sync Agemt
PowerSyncPro Password Agergervice listed and running.

Automatic

Lk Power
PowerSyncPro Sync Agent
Ok Prin

Running

Manages power policy and power policy ...

PowersyncPro Sync Agent Service Running  Automatic (Delayed Start)

Failed Communications

The Failed Communication report shows any agents that have managed to contact the

PowerSyncPra 1J1 2 1J1 WHz qWaqé 131 WWRY W Ya W Wet YOWq6 13! WHe Uk ql
PowerSyncPradhas not yet imported this machine) or machine already registered (i.e.

PowerSyncPraalready has an agent for this domain/machine name).

Remote Sync Agent

Aside from allowing sync across disconnected networg, another key benefit of the Remote Sync
Agent is that theconfiguration and credentials to access the various domains lives purely on the
Remote Sync Agent serverThePowerSyncPraService has no knowledge other than which Remote
Sync Agent services whiclDirectory.

NOTE At the moment it is important that if you have multiple Remote Sync Agents for the
same Directory, then theyshould all use the same Domain ControlletfServer. This is due to
how PowerSyncPrachecks for changes(USN) In a later version we will resolve this by
allowing a Domain Controller/Server to be switched by triggering a full import/sync

SyncAgentConfiguration

After you have run thenstaller, you will need torun the configuration tool.

[Jrun Configuration Tool

Figure87 Run Configuration Tool Remote Sync Agent
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‘o PSP Sync Agent Configuration - >
Domains
I Add | | Remove Selected
Domain Controller:
Usze S5L Port (0 for default):
Username:
Password:
Test Connection Apply changes
Save Changes Save and Exit

Figure88 PSP Sync Agent Configuration

Click Add
This section is much like your Directories configuration in the PowerSyncPro Console.
: ] This is the Domain Controller that this Remote Sync Agent talks
Domain controller: to
Use SSL- Tick this if your Domain Controllers are configured for secure
LDAP
There is no need to change this for SSL or non SSL unless you
Port have configured custom ports to communicate with your Domain
Controller
this is the Service Account with the privileges to read or write in
Username: . .
your Active Directory
Password Password of the Service Account
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‘o PSP Sync Agent Configuration

Add | | Remove Selected

Username:

Password:

Figure89 PSP Sync Agent Configuration new server

Test Connection

|
. Test Connection
Connection attempt successful! d

o Connected to other.local ﬁ

Apply Changes

‘o PSP Sync Agent Configuration

Domains

DC10THER. other.local [ Y sther.local]

| Remove Selected |

Save Changes/ Save and Exit

Domain Controller: |dd]'| .contoso.com

] UsessL

Port (0 for default):

|pspsyr1c@contoso.com

—

| Test Connection ‘ ‘ Apply changes
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Save Changes

Domains saved! X

o Daomains saved!

NOTE If you aresynchronising SIDHistory, the Remote Sync Agent configuration requires
both Source and Target credentialdisted on the configuration.

‘o PSP Sync Agent Configuration

Domains

Add I | Remove Selected

de1 fabrikam com [pspsynci@fabrikam.com]
de1.contoso.com [pspsync@contozo com)

Figure90 Successful Sync Agent Configuration

Directories Configuration

After you have completed your work for installation and configuration on the member server
running the sync agent, you now need to return to the PSP console to complete the directories
configuration.

Select your Directory and click Edit.

You should now see the Sync Agent drop down palated with your newly deployed Remote Sync
Agent
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Sync Agent | (None) w |

P5PRemoteSync.otherlocal

Server Name *

Choose your agent from the dropdownYou will see Server name, Credential Type, Username,
Credential and Port disappear. This is by design.

Sync Agent PSPRemoteSync.other.local A
Export Deletion 100
Threshold
Import Object Types User Group Contact
Computer Group Member

Configuration Infarmation
Linking Attribute (None) .
Allow Import System [ Allow Import Exchange Ol
SiDs System Objects

Figure91 Use remote agents in directory configuration

Click Save to complete theconfiguration of Remote Sync AgentYou may wish to rujobs: Refresh
Schema, Import Containers and Import Objects once from the Jobs option to confirm successful
operation of the sync agent.
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Remote Password Agent

The primary purpose of the password agent is to support modern passwords where the

environment has been configured to no longer use RC4 and only use AES/SHA for password

hashes. It intercepts the password and uses that to set the password on the target datory in near

| JCOWqRAGVWOWI RS Wag6R WaWNqé VYT WRaWRY WRGGY!I q¢cUqllqé ¢ qll
the same or less restrictive than the source.

NOTE Due to the password filter being used, the Password Agentust be installed on all
Domain Controllers in your environmentspecifically any Domain Controller where a user is
likely to change their password.

Sync ProfileConfiguration

To use Modern Password Sync you need to enable this gaur Sync Profiles. This is configured on
the Sync Options tab. The default is Legacy Password Syn¢ou cannot use both, so you need to
deselect Legacy Password Sync and select Modern Password Sync.

Before

Scope Match Map Sync Options User Account Mail Enable Options

Delete Target Objects Sync SID History
Legacy Password Sync I Modern Password Sync

Sync Group Members Retain Target Group Members

Convert Contact O

After

Scope Match Map Sync Options User Account Mail Enable Options

Delete Target Objects Sync SID History
Legacy Password Sync Modern Password Sync
Sync Group Members Retain Target Group Members

Convert Contact (]
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Schedule

Password Synawill no longer appear on the schedule as it is real time with Modern Password Sync
and Password Syndgent

Before
—— X Export Awaiting What If Acceptance @ 23 July 24-10:51 am 2 1] 2 1]
l B sio History Sync Completed ® P 23July24-10:51am 0 0 0 (]
i M@ Password Sync Completed ® P 23uly24-10:51am 0 1] 0 0

After

1
i X Export Awaiting What If Acceptance @ 25 July 24-12:53am 0 a 0 o]
‘- B 51D History Sync Completed ® P 24uly24-06:12pm 0 0 0 (]

Remote Agent Proxy

The PoverSyncProRemote Agent Proxy is a HTTPREST and Streaming TTP3Proxy that sits
between the Remote Sync and Remote Password Agents atite PowerSyncPro Server

A

e

PSP Remote
sync Agent

A

e

A

S

PSP Remote

PSP Remote
Password Agent

Declaration Softwar e Ltd | Company Number 12262043
www.powersyncpro.com | T. +44 20 3880 2772ihfo@powersyncpro.com
73 WrestHouse, Wrest Park, Silsoe, Bedford, England, MK45 4HR



http://www.powersyncpro.com/
mailto:info@powersyncpro.com

(P\@WerSyncPro

It enables the Remote Agents to communicate with owerSyncPro Serveinstance running
outside of the network/network zone where the domain controllers are located.

There is no additional configuration required for the Agent Proxy. All configuration happens during
the installation.

A Service Connection Poin{(SCP)must be createdduring the installation of the Agent Proxy.The
SCP in Active Directoryvill detail the service connection datain the bindinginformation attribute
specifically the base URL for the PSP server (protocol, hostname and port)

See thePowerSyncPro- Installation Guide for more information.

Service Connection Points

Service Connection Points (SCPs) serve as directory objects that store information about services
and their network locations, enabling seamless client access to these servicesSCPs play a vital
role in environments where services need to be easily accessible and discoverable, ensuring
efficient communication and operational continuity across the network.

Using SCPs wittRemote Sync andRemote Password Aents

The Remote Sync Agerdand Remote Password Agentise SCPs to AutodiscoveRemote Agent
Proxy addresses

2 ADSI Edit
~ & Configuration [DCOTFAB fabrikam.t2t.local]
~ 7] CN=Configuration,DC=fabrikam,DC=t2t,DC=local
[ CN=DisplaySpecifiers
|| CN=Extended-Rights
"] CN=ForestUpdates

Name Class

B CM=cbfScdde24df-4727-8F3-b333caelBabb serviceConn...

Distinguished Name
CN=chficddc-24df-4727-8ff3-b533cael18abb, CN=PowerSyncPro Configy

CN=cbfScddc-24df-4727-8ff3-b533cae18abb Properties  ? X

[ CM=LostAndFoundConfig

[ CN=NTDS Quotas

7] CN=Partitions

] CN=Physical Locations

~ [ CN=Services

[ CM=AuthN Policy Configuration
[ CN=Claims Configuration
[ CN=Device Registration Configuration
[ CN=Group Key Distribution Service
| CN=Microsoft Exchange
[ CM=Microsoft Exchange Autodiscover
[ CN=Microsoft SPP
[ CN=MsmqgServices
[ CN=NetServices

~ | CN=PowerSyncPro Configuration

[ CN=cbficddc-24df-4727-8ff3-b533cae12abb

[ CN=Public Key Services
[ CN=RRAS
[ CN=5Shadew Principal Configuration
[ CN=Windows NT

[0 CN=Sites

[ CN=WellKnown Security Principals

Attribute: Editor  Security |
Multi-valued String Editor X

Attributes:
Attribute Value Attribute: serviceBindingInformation
cn chfbcdde-24df-4727-8734
Value to add
distinguishedMame CN=cbfScddc-24df-4727-{
dSCorePropagationData  (xl={ ) | Add
instance Type x4 = {WRITE) Values
name chtSedde-24df-4 7278834 [ yos //psppraxy fabrikam t2t ocal:5001 Remove
objectCategory CN=Service-Connection-F
objectClass top; leaf; connectionPoint;
objectGUID c83d6035-685d-4962-95a
replPropertyMetaData AtlD Ver Loc USN
serviceBindingInformation  https://pspproxy fabrikam,
showlnAdvancedViewOnly TRUE
uSNChanged 483477
uSNCreated 483477
whenChanged 311072024 5:08:13 pm N
Edit

OK Cancel

Apply!
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If the agent finds one or mord&JRLsin the SCP, it will try each one in turn until it finds one that is
working.

If no working SCP proxyRLsare found, then the Remote Agent'slocal registry configuration URL
will be attempted as a fallback.

B Registry Editor
File Edit VYiew Favorites Help
ComputerHKEY_LOCAL MACHINEVSOFTWARE\Declaration Software\5ync Agent

v "__ HKEY_LOCAL MACHINE Name Type Data
> @ BCDOO0D000D 28] (Default) REG_SZ (value not set
? — HARDWARE ab]| AgentCertificate REG_SZ D3300ECO93F09D70308C02BC1139EF3BTAADAGF
) - ;‘EEJRWY _EEJAgentld REG_SZ 15962d09-e377-4dca-ala7-08dd5bT2a56f
v - SOFTWARE 3_‘_'] ComputerName REG_SZ PSPRemotefgent.contose.t2t.local
T._ Classes ab| DomainMame REG_SZ contoso.t2t.local
N -E Clients 28| DomainSid REG_SZ 5-1-3-21-986870641-247417481-986676165
{ o™ Declaration Software ab||nstallLocation REG_SZ C:\Program Files\Declaration Software\P5P Sync Agentl,
v i-'_oﬂRegisterComplete REG_DWORD 000000001 (1)
) ab| ServerCertificate REG_SZ 64F122851058DFCOB430290387AG2999CI24590A
I ab|URL REG_SZ https://pspma.contoso.t2t.dev/Agent

Periodically, a worker process in Sync and PW Agents looks for new SCPs and sets a flag. If the flag
is set and the agent becomes idle, it reloads the SCBRLsso that the next request uses the next
set of URLs
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Reports

SingleObject Report

Q Single Object Report

As the title suggests, this allows you to look up any object in the PSP Database and see what
information it holds for it. You can look up Users, Groups or Devices.

This report is particularly usefuln Y I W¢ WN1 ¢ U aMiat IfuthBEngddte & SWYciPidfile and what
will happen to your object if you approve th&Vhat Ifreport.

Click on /A 13 G Vinl tleptnawigator

Select/SingleObject AIJGY | q w

Directory: Choose Directory for where your object is. This can be Source or Targetit the resulting
output will show you values for both.

Search For: You can useexact name. This is typically the common name of the object you are
searching for, or you can use a wildcard, this is represented by tiesymbol.
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Single Object Report
Directory * psptestsrc.local N
Search For | joh*
This will search the object name and user principal name. Use * as wildcard.
@ view as Target Object
Tick t show the object syncing to the found object.
Object Name Object Container
Johann Berg psptestsrc_local/DSL PSP/Mike/Users
John Ruddy psptestsrc.local/DSL PSP/Mike/Users
Johanna Rytting psptestsrc_local/DSL PSP/Mike/Users
John Stones psptestsrc_local/D5L PSP/Mike/Users

Show| 10 & entries
1-4 of 4 items

Figure92 Single Object Report

OYeWreUlle t bR & Tud R E T WM | A6 Waq Y WG ¢ t 1J Wrok*eyt W ¢ 1 HE 1t W
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Single Object Report
Directory * psptestsrc.local N
Search For *oh*ryt*
This will search the object name and user principal name. Use * as wildcard.
@ View as Target Object
Tick to show the object syncing to the found object.
Object Mame Object Container

Johanna Rytting psptestsrclocal/DSL PSP/Mike/Users

.

1-1of1items Show| 10 #  entries

Figure93 SingleObject Report search

From the Results, you can click on the object name in blue text

Object Name Object Container

itmurray.local/10. Hybrid Entra Join to Hybrid Entra Join x-tenant via C0J

Andy Murray

The resultingoutput provide a lot of detail. The top half is the Basics section and any awaiting
Password or SIDHistory sync details.
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Single Object Report

View Target Object From: charlie.local

Source Object Target Object

Object Name Andy Murray Andy Murray

Object Container itmurray.local/10. Hybrid Entra Join to Hybrid Entra Join x-tenant via CDJ charlie.local/From itmurray.local/10. Hybrid Entra Join to Hybrid Entra Join
x-tenantvia CDJ
User Principal Name

andy.murray@t2t.dev andy.murray@charlie.t2t dev

Password Sync Waiting

SID History Sync

Waiting

The bottom half gives you tabbed information about your objectaind additional Basic information

Overview

Thisincludesthe Match rule used for this object and if there are any pending actiond his report
can show Active Directory and Entra ID deleted objects too, so that you can break the relationship
to a deleted object if needed. When a deleted object is shown then the Object Name and the
Object Container will both be in bold and have a prepended value to make it clear that this is a
deleted object. Of course the attributes shown for a deleted object are limited

Sourceobiec T osiect
Name Andy Murray

Andy Murray Andy Murray

itmurray.local charlie.local charlielocal

itmurray.local/10. Hybrid Entra Join to Hybrid Entra Js twiaCDJ  charlielocal/From

Join ta Hybrid Entra Join - local/10. Hybrid Entra Join X
xtenant via CDJ xtenant via C0J

Type User ser User

Match Rule (employeelD) andy murray (employeelD) andy muray

Break Relationship

The Single Object report can be used to break the relationship between synced objects which will

force a full rematch of that object. This can be useful if a mistake was made, e.g. a source object
GcqB6I Ws Rad We Wet 131 k1 We T G Rrthtdourt A Yo thafixiiRelihderiingl WY n Wa 6
issue in the directory to ensure a future match will link to the correct target user, themun the Single

Object Report for that userclick Break Relationship and run the schedule as normal.

e ®
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v/

Relationship Broken - Rematch will occur on next Sync

Attributes

Only attributes from your attribute mapping table are shown hereln this screenyou can see side
by side the current Source and Target attributeBLUS future target values that are awaiting export
following an Import and SyncChanges are shown in bold.

You can scope by Only attributes pending change

Qverview Attributes Migration Batches User Profiles Errors

[ Only show pending attribute changes

Overview  Attributes  Migration Batches  User Profiles  Errors

Only show pending attribute changes

Attribute Source Value Existing Target Value Future Target Value
Former Wimbledon Champion

description Former Wimbledon Champion

+1555 TENIS.

homePhone +1555 TENIS

Wimbledon Tennis Centre

streetAddress Wimnbledon Tennis Centre

Migration Batches

This tab will showwhat PowerSyncPro Migration Agent batches an object is part of. This is
especially useful for Devices.
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User Profiles

The User Profiles Report ipopulated with all the Windows Profiles oreach machine that has
successfully registered their agent. It is periodically updated so that changes in Windows Profiles
are picked up. The idea here is to give insight into which users are logging on to which machines, in
case you know who you want to migrate, but not which devices they are using.

Errors

Any errors will be seen here.

What If Report

Q Single Object Report

© What If Report

TheWhat IfReport is afail-safe mechanism to ensure that you are completely informedabout the
changesyou might potentially beimplementing, much like thewell-known PowerShell switch You
will be able to view at an object level all prposed changes in a reportike Single Object Report:

NOTE:You must accept the What If report before an Export will run.

Theobject will have
1 Source Object

9 Target Objed T Current attributes
9 Future Target Objectr Changes that will be made on export

Whenever you create a brand new sync profile, it always goes¥Yéhat If acceptance before
exporting.

If you make an Edit to a Sync profile, or edit@omplex Expression or Simple Expression or SMTP
Domain that is configuredon a directorythey are usedon in a Sync Profiler then you will be
required to accept theWhat If Report
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What If from the Schedule Screen

You can see when &Vhat Ifreport acceptance is required by lookingat the schedule. Each Sync
Profile awaiting What Ifacceptance will have an asterisk next to it, and the Export will be

suspended

: B Import Containers Completed e b

; & Import Completed (I

A & sync >

. b Syne - itmurray.local | 3
; & Sync - Contoso to Fabrikam Match and Convert to MEU® Completed [ I
; & Sync - Contoso to Fabrikam Groups® Completed [ I
:r & Sync - Contoso to Fabrikam Users* Completed [

i L £ Sync- Divest Widgets® Completed [

: X Export Awaiting What If Acceptance @

Figure94 Awaiting What If Acceptance

You can right click any Sync Profile and go directly to thethat If report.

Job Status
i:: ¢ local
| ; Y Import Containers Completed
: & Import Completed
-2 syne

b 2 sync - itmurray.local
b % Sync- Contoso to Fabrikam Match and Convert to MEU* Completed

; & Sync - Contoso to Fabrikam Groups® Completed
:r & Sync - Contoso to Fabrikam Users* Camnlete
i i £ Sync - Divest Widgets® £ Refresh H
1 X Export o Vhat If Acceptance
i B SID History Sync gk :
: ry 2y
i M@ Password Sync ) FullSync H
E> ©  GotoWwhatlf 4
Q cGotolog
[#  Edit Sync Profile

TOTTTRTE

Figure95 Go toWhat If
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Running a What If from Reports

From the Whatlf Reports you can run aWhat Ifreport for all sync profiles attached to a directory,
or just one syncprofile

What If Report

Target Directory:
charlie.local

Sync Profile:

‘ (AL = |

Contoso to Fabrikam Match and Convert to MEU -

Contoso to Fabrikam Groups

Contoso to Fabrikam Users

Divest Widgets

Figure96 Run a What If

When you click search, if an up to date Sync is required, it will automatically be run. This will
happen if you have made changes to your Sync Profile, but not yet executed Import/ & Sync
Results

You can export to CShpreferred, or view directly in th&ll, you can also search the Ul if there
is a specific reference object you want to check.
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Figure97 What If Report

You can cliclirectlyon an objecto see the changes that will be made.

Figure98 What If Report Single Object Result
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