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Purpose of this document

This document describes how to install the PowerSyncPro Migration Agent on a Windows 10 or 11
workstation.

Before you start

There are additional documents that you should read and refer to in advance. These are the
prerequisites document and the configuration guide which can be obtained from the following
locations:

PowerSyncPro Migration Agent Release Notes
https://downloads.powersyncpro.com/current/PSPMA-ReleaseNotes.pdf

PowerSyncPro Migration Agent Prerequisites
https://downloads.powersyncpro.com/current/PSPMA-Prerequisites.pdf

PowerSyncPro Migration Agent Configuration Guide
https://downloads.powersyncpro.com/current/PSPMA-ConfigurationGuide.pdf

Please ensure you have read the prerequisites document and are building a supported scenario for
PowerSyncPro.

PowerSyncPro Server

Itis a mandatory requirement to have a PowerSyncPro Server deployed. The migration agent is not
designed to be a standalone utility.

Itis the PowerSyncPro Server console where you will create Runbooks and Batches that are used
by the PowerSyncPro Migration Agent running on the Windows workstations.

A Directory Sync Profile that matches users in the source and target environment is a requirement
to successfully re-permission Windows user profiles on workstations based on their source and
target SID.

You can find the PowerSyncPro Server documentation here:
PowerSyncPro Server Release Notes
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https://downloads.powersyncpro.com/current/PSPSync-ReleaseNotes.pdf

PowerSyncPro Migration Server Prerequisites
https://downloads.powersyncpro.com/current/PSPSync-Prerequisites.pdf

PowerSyncPro Migration Server Installation Guide
https://downloads.powersyncpro.com/current/PSPSync-InstallationGuide.pdf

PowerSyncPro Migration Server Configuration Guide
https://downloads.powersyncpro.com/current/PSPSync-ConfigurationGuide.pdf
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PowerSyncPro Migration Agent Source Files

The installation files required for the Migration Agent are available from the resources and
documentation section of the PowerSyncPro website PowerSyncPro - Documentation or directly
from the PowerSyncPro Server itself.

Prerequisites

.NET Desktop Runtime 8.x is a required prerequisite to be installed on the Windows workstation
alongside the PowerSyncPro software.

Prerequisites installed in advance separately

Download .NET 8.0 (Linux, macQOS, and Windows) (microsoft.com)

.NET Desktop Runtime 8.x

The .NET Desktop Runtime enables you to run existing Windows desktop applications. This
release includes the .NET Runtime; you don't need to install it separately.

0s Installers Binaries

Windows %64 | x86 | Armb64 | winget instructions

PowerSyncPro Migration Agent Install file without .NET

Download the latest installation file from:
https://downloads.powersyncpro.com/current/PSPMigrationAgentlinstaller.msi

This MSI does NOT install the .NET 8.x Desktop Runtime prerequisites. You can use this if you
already have the pre-requisites installed on the Windows Workstations.

This file is circa 12.5 MB

PowerSyncPro Migration Agent Installer with prerequisites bundle (Recommended)

You can install the following MSI that includes the .NET 8.x components:
https://downloads.powersyncpro.com/current/PSPMigrationAgentinstallerSelfContained.msi
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This MSI contains the .NET 8.x Desktop Runtime prerequisites. Due to this, the MSl is larger. The
installation will deploy the .NET Desktop Runtime files that are required in the PowerSyncPro
installation directory only. This means that if the Agent is uninstalled, it will remove the pre-

requisites used as well.

This file is circa 126 MB

Local Agent Download

The MSl installers are also able to be downloaded directly from the PowerSyncPro Server that you
will have installed from above. The URLs can be crafted from the PSP Server hostname or DNS A
record and accessed directly from the Windows workstations as needed.

(Pawers yncPro

* Download Agzent
2
é si

J,', msi with .Met

@ Dashboard

W

msi
MSI without prerequisites.
Direct URL

https://[your_psp_server_fqdn]:5001/downloads/PSPMigration
Agentlnstaller.msi

msi with .Net (Recommended)

This MSl also contains the .NET 8.x Desktop Runtime
prerequisites.

Direct URL
https://[your_psp_server_fqdn]:5001/downloads/self-
contained/PSPMigrationAgentinstaller.msi
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Installing the PowerSyncPro Migration Agent

Push Deployment

The installation of PowerSyncPro migration agent can be deployed via your preferred software
deployment methods e.g. SCCM, Altiris, Intune, GPO etc.

User Interface - Local attended installation
On the workstation that will be hosting the PSP migration agent:
Create a downloads folder e.g. C:\SOURCE

Download / Copy the migration agent MSl to C:\SOURCE
Navigate to C:\SOURCE and run PSPMigrationAgentInstaller.msi

You will need:

PSK - Pre Shared Key
Pre- Shared Key created in the PowerSyncPro console:

(/F?"gwe.r S VNC Pro = = Sync Service & Migration Agent

& Dashboard

Pre Shared Keys
& Download Agent v
X msi

& msiwith Net 1-1oflitems

8 Settings

B Directories

ntBrelUeneHY1ERhyBk2TVFvIZyrQBKWSIWYET2 UY/CwBbvwrkA95rkb34+ppvnMBe
# Pre shared Keys

# Certificates o
1-lof 1litems

Runbooks

The PowerSyncPro Server Endpoint URL

This is the URL of the PowerSyncPro Server kestrel endpoint. By default, this will be the PSP Server
FQDN on TCP port 5000 with /Agent. (TCP Port 5000 needs to be open on the firewall)

e.g. http://pspserver01.contoso.local:5000/Agent

0 @
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or if you have used a friendly internal DNS name for your server it may be like:
http://pspmigration.contoso.local:5000/Agent

If you have installed IIS as a reverse proxy and a configured URL rewrite and a deployed a public SSL
cert, and an externally routable DNS name it would just be something like:
https://pspmigration.contoso.com/Agent This use TCP Port 443

Click “Next”.

ﬁ PowerSyncPro Migration Agent Setup — >

@ (ﬁ Welcome to the PowerSyncPro Migration

Agent Setup Wizard

PowerSyncPro
The Setup Wizard will install PowerSyncPro Migration Agent
on your computer. Click Next to continue or Cancel to exit
the Setup Wizard.

r
@

Back | MNext I | Cancel

Accept default destination folder and click “Next”.
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ﬁ PowerSyncPro Migration Agent Setup — d
Destination Folder (/\
Click Mext to install to the default folder or dick Change to choose another, J:_

Install PowerSyncPro Migration Agent to:

IC:\Program Files\Dedaration Software|\PSP MAY

Specify the pre-shared key and PSP URL and then click “Next”.
e |twill be prepopulated if running the msiexec command.

ﬁ PowerSyncPro Migration Agent Setup — >
Connection (/\
Please provide the connection options for the Migration Agent J:_
Pre Shared Key: IPF+12UW2PiAJ?+WBRmimam 1aXGLIGSPhVIL IEEwZimTdBhe
PowerSyncPro URL: Ihtn:l:f,,’PSP—TEST—APPS.psphesth’g.IoEI: 5000/Agent

|:| Force Register

Back [ Next | | cancel

Force Register

Under normal conditions you should never need to use Force Register so you should leave this
unticked unless directed to by support. This is a specific use case for reinstalling the workstation
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agent when the backend database record has been deleted and the agent needs to register itself
again in order to communicate with the server.

You can also Force Register via the command line installer:
msiexec /i "C:\SOURCE\PSPMigrationAgentInstaller.msi"
PSK="<InsertSharedKeyGeneratedByPSP>" URL=http://<PSPServerName>:5000/Agent
FORCE=1

e Click “Install”.

ﬁ PowerSyncPro Migration Agent Setup — >

Ready to install PowerSyncPro Migration Agent @

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back | Instal | | cancel

The installation will commence.
Files will be installed to C:\Program Files\Declaration Software\PSPMA and
C:\ProgramData\Declaration Software
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ﬂ PowerSyncPre Migration Agent Setup - X

Installing PowerSyncPro Migration Agent @

Please wait while the Setup Wizard installs PowerSyncPro Migration Agent.

Status: Starting services

Click “Finish”.

ﬁ PowerSyncPro Migration Agent Setup — >
(D\. (—D\. Completed the PowerSyncPro Migration
Agent Setup Wizard
PowerSyncPro

Click the Finish button to exit the Setup Wizard.

&

r
@ c

Silent Install - Installation Switches for MSI

The MSI supports silent install, as long as you provide the correct installation switches for PSK and
URL
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e.g.

msiexec /i "C:\SOURCE\PSPMigrationAgentInstaller.msi"
PSK="PgeIzgquknNDve80Fc2ZVdrImbs1Ph60oZt5LbtGBYfpzvLAGClLex24pwUVPDaS3"
URL=http://powersyncpro.contoso.com:5000/agent /quiet

or with SSL and IIS reverse proxy or other front-end appliance

msiexec /i "C:\SOURCE\PSPMigrationAgentInstaller.msi"
PSK="PgeIzgquknNDve80Fc2ZVdrimbs1Ph60Zt5LbtGBYfpzvLAGC1lLex24pwUVPDaS3"
URL=https://powersyncpro.contoso.com/agent /quiet

Checking a Successful Installation

Default Installation Directory

7 C:AProgram Files\Declaration ¢ X +
“« 2 a &) Q > ThisPC > LocalDisk(C:) > ProgramFiles > Declaration Software
@ New- O B B W Nosetc = View-
~ 7 Program Files Name Date modified
> Common Files Tt 29/05/202412:01
~ " Declaration Software 7 runtimes 29/05/2024 12:01
v © PSPMA 2 Dec owerSyncPro.MigrationAgent.exe 24/05/2024 04:16
ref Accessibility.dll 17/04/2024 19:37
s =7 runtimes | Cassia.dll 06/04/2020 02:17
ProgramData Directory
- .
__ Ci\ProgramData\Declaration § X +
&« > ™ ] Q ProgramData > Declaration Software
® New ~ T Sort - = View ~
~
» T Program Files (x86) MName
~ ProgramData D Pendinglogs.json

~ 7 Declaration Software D Runbooks.json

" Migration Agent

> PSPMA > Search PSP MA

Type Size
File folder
File folder
Application 167K
Application extension 21KB

Application extension 33KE

> Migration Agent

Date modified Type

29/05/2024 12:01 JSOM File

29/05/2024 12:01

JSOM File

File version

3.0.24145.1

8.0.524.21704

3.0.09

(B Details

Search I

Size

2KB

1KB
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Add/Remove Programs

Er Control Panel\Programs\Programs and Features

€ > v [Pl > Control Panel » Programs > Programsand Features o @) Search Prec

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then click Uninstall, Change or Repair.

®) Turn Windows features on or

off Organise *  Uninstall  Repair

Install a program from the w

network Mame Publisher Installed On  Size Version
[l Teams Machine-Wide Installer Microsoft Corporation 04/12/2021 18MB  1.4.0.22976
&) Remote Desktop Connection Microsoft Corporation 22/03/2024
== PowerSyncPro Migration Agent Declaration Software 29/05/2024 204 MB  3.0.24145.1
[ Y .. - . PR g p———

Services

Run services.msc
Confirm the PowerSyncPro migration agent has been added and is running.

#

PowerSyncPro Migration Agent MName Description Status Startup Typ
. E:é;,Panental Controls Enforces pa... Manual
g\t_eos‘tlai:hs:;\;rc\.reice E:.@,Ii’ag,-'ments and NFC/SE Manager Manages pa... Manual (Tri
E@Peer Mame Resolution Protocol Enables serv... Manual
@PeerNetw e - 11 L Ly L
Description: _@’ Peer Netw| FowerSyncPro Migration Agent Properties (Local Computer) x
An agent that will migrate this @Pen’orman

workstation to a new Directory

F General |logOn Recovery Dependencies
and/or migrate a user to a new M363 -@,Pen’orman

tenant %Phone Sen  Service name: -Pro Migration Agent
&hPlug and A
Display name: PowerSyncPro Migration Agent
ELPNRP Mad ymePro Migration Ag
E@’ Portable D) Description: agent that will migrate this workstationto anew A
@ Paower Directory and/or migrate a user to a new M365 .
anart

& PowerSyn: Path to executable:

G, Print Spog "C:\Program Files"Declaration Software\PSP MA'\Declaration Software. Pow
5@, Printer Ext
Eoprintword  SitUp e | Automatic (Delayed Start) v
5@, Problem R
5@, Program (
@Quality Wi Service status:  Running
5@, Radic Man

Qringer | ISR pame | [ Foame

:@i Recomme| ‘You can specify the start parameters that apply when you start the service
5@, Remote A from here.

Extended { Standard / Start parameters:
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Confirm Agent Registration

If you have access, then you can confirm that the agent has been registered on the PSP Server.
Connect to PSP Server, and choose Migration Agent tab, then Agents. Itis a mandatory
requirement for the Agent to become registered in the PowerSyncPro server database. All
orchestration against this Windows Workstation is done at the PowerSyncPro server console. The
Agent must be registered to be added to Batches to be able to receive Runbooks.

@@W@I’SVHCPI’O = Sync Service Migration Agent

@ Dashboard

Agents
X Download Agent
Domain Name: Version: Machine Name:
ﬂ Settings
B Directories

P preshared Keys Reset Filters

# Certificates
Download CSV

Runbooks

B satches Machine . Directory Agent Registration

Name Name Type Version 0S Version Complete
i Reports v

) WI10WSTN-TST- c.local Migrati 3.0.232222  Microsoft Windows 10 Pro v
Q Single Object Report

002 Agent (10.0.19045) - 64-bit

& Agents

Event Logs

The Windows Event Logs will give you additional information about the installation of PSPMA and if
it successfully registered with the PSP Server.

Event Viewer (Local) Application Mumber of events: 8 Jew events available
> 3 Custom Views
v :—a Windows Logs Level Date and Time Source Eve
f] Application @Information 22/08/2024 23:48:40 PowerSyncPro Migration Agent
% Security @Im‘ormation 22/08/2024 23:48:40 PowerSyncPro Migration Agent
& Setup @Im‘ormation 22/08/2024 23:48:39 PowerSyncPro Migration Agent
f&] System @Im‘ormation 22/08/2024 23:48:39 PowerSyncPro Migration Agent
. {5 Forwarded Events (Dlnformation 22/08/2024 23:4%:38 PowerSyncPro Migration Agent
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12| Event Properties - Event 11707, Msilnstaller

General Details

Product: PowerSyncPro Migration Agent -- Installation completed successfully,

Log Mame: Application
Source: Msilnstaller Logged: 22/08/2024 23:48:33
Event ID: 11707 Task Category: Mone

@ Event Properties - Event 0, PowerSyncPro Migration Agent

General Details

Category: Agent Registration
Eventld: O

Registration successful

Log Mame: Application
Source: PowerSyncPro Migration Ag Logged: 22/08/2024 23:48:32
Event I 0 Task Category: Mone

Certificate Store

You will see the PowerSyncPro Agent certificate on the device:

[¢] [+]
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ﬁ Certs - [Conscle Root\Certificates (Local Computer)\Personal\Certificates]

ﬁ File Action View Favourites

Window  Help

¢ n@mBE/d=H

o~

v Iﬁl Certificates (Local Comput
~ || Personal
» [7] Trusted Root Certificatic
> [ ] Enterprise Trust
s ] Intermediate Certificatii
5 [ 7] Trusted Publishers

Issued To Issued By

EHdcbﬂfQ-Wad-dﬂm -aB09-ccded1adl7.. Microsoft Device Management De...

EQSEBECFB-adES-d-GEE-bCH-4?71‘241 cadl2 Microsoft Intune MDM Device CA
E PowerSyncPro MigraticnAgent PowerSyncPro MigratiocnAgent
[Z]PowerSyncPro Workstation Agent PowerSyncPro Workstation Agent

Confirm Access to PowerSyncPro Server endpoint

Expiration Date
20/12/2025
18/12/2025
20/12/2025
03/08/2026

You should check that you can get to the /agent endpoint and get a response page like below
without any certificate warnings.

Open the default browser on the Windows Workstation and navigate to the endpoint that you used

from above e.g.

Direct to Default Endpoint

http://powersyncpro.contoso.com:5000/Agent
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@ PowerSyncPro x WEE

A Notsecure | powersyncpro.contoso.com:5000/agent A Y a3 m =

PewerSyncPro

© PowerSyncPro Migration Agent Information Endpoint @

* PowerSyncPro Version: 3.1.24340.2

* Remote IP: 172.31.182.83

e User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, like Gecko) Chrome/131.0.0.0 Safari/537.36 Edg/131.0.0.0

Direct to the PowerSyncPro with an SSL Certificate bound
https://powersyncpro.contoso.com/5001/Agent

g‘ im] @& PowerSyncPro X  +

&« O %) https://psptest.powersyncpro.com:5001/agent

C/F?@vverSyncPro”’

© PowerSyncPro Migration Agent Information Endpoint @

= PowerSyncPro Version: 3.1.24333.2

* Remote IP:10.77.3.6

» User Agent: Mozilla/5.0 (Windows NT 10.0; Wine4; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.0.0 Safari/537.36 Edg/131.0.0.0

Published via lIS or other Appliance with an SSL Certificate using TCP port 443 and a re-direct
https://powersyncpro.contoso.com/Agent

0 @
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¢ PowerSyncPro x EES

@ https://powersycpro.contosos.com/Agent

@ewerSync R

© PowerSyncPro Migration Agent Information Endpoint @

PowerSyncPro Version: 3.1.24340.2

Remote IP: 172.31.186.175

User Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/131.0.0.0 Safari/537.36 Edg/131.0.0.0
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Upgrading PowerSyncPro Migration Agent

On the workstation that will be hosting the PSP migration agent. Download the latest MSI provided
e.g.to C:\SOURCE.

Navigate to C:\SOURCE
e Run .\PSPMigrationAgentlnstaller.msi

;E PowerSyncPro Migration Agent Setup — d

(ﬁ @ Welcome to the PowerSyncPro Migration

Agent Setup Wizard

PowerSyncPro
The Setup Wizard will install PowerSyncPro Migration Agent
on your computer. Click Next to continue or Cancel to exit
the Setup Wizard.

r
@ c

Back [ mNext ] | cancel |

The installer automatically detects the existing installation
Click “Install”
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ﬂ PowerSyncPro Migration Agent Setup —

Ready to install PowerSyncPro Migration Agent

=)

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Bak [ Instal | | cancel

The upgrade will commence.

ﬁ PowerSyncPro Migration Agent Setup —

Installing PowerSyncPro Migration Agent

Please wait while the Setup Wizard installs PowerSyncPro Migration Agent.

Status: Copying new files

Back Mext

Cancel

Click “Finish”.
The migration agent has been upgraded.
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;E PowerSyncPro Migration Agent Setup — d

(Jj, (—Jj, Completed the PowerSyncPro Migration

Agent Setup Wizard
PowerSyncPro

&

r
@ c

Click the Finish button to exit the Setup Wizard.

- cocs
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Repairing PowerSyncPro Migration Agent

On the workstation that will be hosting the PSP migration agent. Navigate to C:\SOURCE if this is
where the installation file has been downloaded to.

e Run .\PSPMigrationAgentinstaller.msi

ﬁ PowerSyncPro Migration Agent Setup — >

@ (ﬁ Welcome to the PowerSyncPro Migration

Agent Setup Wizard
PowerSyncPro
The Setup Wizard allows you to change the way

PowerSyncPro Migration Agent features are installed on your
o computer or to remove it from your computer. Click Next to

continue or Cancel to exit the Setup Wizard.
@ &
Rt

Back | MNext I | Cancel

Click “Next”
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ﬁ PowerSyncPro Migration Agent Setup — d
Change, repair, or remove installation (/\
Select the operation you wish to perform, J:_

Change
PowerSyncPro Migration Agent has no independently selectable features.

Repairs errors in the most recent installation by fixing missing and corrupt
files, shaortcuts, and registry entries.

Remawve

Removes PowerSyncPro Migration Agent from your computer,

i [ cona

Click on “Repair”.

ﬁ PowerSyncPro Migration Agent Setup — >

Ready to repair PowerSyncPro Migration Agent @

Click Repair to repair the installation of PowerSyncPro Migration Agent. Click Back to
review or change any of your installation settings. Click Cancel to exit the wizard.

Back [  Repar | | Cancel

The repair will commence.
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ﬂ PowerSyncPro Migration Agent Setup — d

Repairing PowerSyncPro Migration Agent (ﬁ

Please wait while the Setup Wizard repairs PowerSyncPro Migration Agent.

Status: Copying new files
]

Back Mext Cancel

Click on “Finish”.

ﬂ PowerSyncPro Migration Agent Setup — >

(ﬁ (ﬁ Completed the PowerSyncPro Migration

Agent Setup Wizard
PowerSyncPro

&

r
@ C

Click the Finish button to exit the Setup Wizard.

Restart your workstation.
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ﬁ PowersyncPro Migration Agent Setup

You must restart your system for the configuration
changes made to PowerSyncPro Migration Agent to take
effect. Click Yes to restart now ar Mo if you plan to
manually restart later.
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Uninstalling PowerSyncPro Migration Agent

Add/Remove Programs

You can simply uninstall from Add/Remove Programs as needed.

User Interface uninstall

On the workstation that will be hosting the PSP migration agent:

Navigate to C:\SOURCE.
e Run .\PSPMigrationAgentlnstaller.msi

ﬂ PowerSyncPro Migration Agent Setup - X
(ﬁ @ Welcome to the PowerSyncPro Migration
Agent Setup Wizard
PowerSyncPro

The Setup Wizard allows you to change the way

PowerSyncPro Migration Agent features are installed on your
computer or to remove it from your computer. Click Next to
continue or Cancel to exit the Setup Wizard.

A
@

BN ==

Click on “Next”.
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ﬁ PowerSyncPro Migration Agent Setup — d
Change, repair, or remove installation (/\
Select the operation you wish to perform, J:_

Change
PowerSyncPro Migration Agent has no independently selectable features.

Repairs errors in the most recent installation by fixing missing and corrupt
files, shortcuts, and registry entries.

Remove :

Removes PowerSyncPro Migration Agent from your computer.

Click on “Remove”.

ﬁ PowerSyncPro Migration Agent Setup — >

Ready to remove PowerSyncPro Migration Agent @

Click Remove to remove PowerSyncPro Migration Agent from your computer. Clidk Back
to review or change any of your installation settings. Click Cancel to exit the wizard.

| Back || Remove I | Cancel

The migration agent will be removed.
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ﬂ PowerSyncPro Migration Agent Setup — ¥

Removing PowerSyncPro Migration Agent (ﬁ

Please wait while the Setup Wizard removes PowerSyncPro Migration Agent.

Status: Stopping services

Click on “Finish”.

ﬁ PowerSyncPro Migration Agent Setup — >

@ (ﬁ Completed the PowerSyncPro Migration

Agent Setup Wizard
PowerSyncPro

o

<
@ G

Clidk the Finish button to exit the Setup Wizard.

Note that the agent registration information and the runbooks and status information will persist. If
you want to delete these then please also delete

o HKLM\Software\Declaration Software\Migration Agent\*.*

e C:\ProgramData\Declaration Software\Migration Agent\*.*
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After these are deleted then upon re-installation the agent will attempt to reregister from scratch.
Note that this will fail unless the agent registration has also been deleted from the PSP service

Command Line Uninstall

Get-ChildItem 'HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall' |
Where{ $_.GetValue('DisplayName') -match "PowerSyncPro Migration Agent" } |
ForEach{
$uninstallString = $_.GetValue('UninstallString') + ' /norestart /passive’
Write-Host $uninstallString
& "C:\Windows\SYSTEM32\cmd.exe" /c $uninstallString
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Troubleshooting

.NET Desktop Runtime not installed

e |nstalling the migration agent when not having .Net installed.

;E PowerSyncPro Migration Agent Setup — d

Installing PowerSyncPro Migration Agent (ﬁ

Please wait while the Setup Wizard installs PowerSyncPro Migration Agent.

Status: Starting services
|

You will eventually receive the following error message.
Click “Cancel”.
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E PowerSyncPro Migration Agent Setup — ad

Installing PowerSyncPro Migration Agent (ﬁ

Please wait while the Setup Wizard installs PowerSyncPro Migration Agent.

ﬁ PowerSyncPro Migration Agent Setup *
Status:
] i Service 'PowerSyncPro Migration Agent' (PowerSyncPro

Migration Agent) failed to start. Verify that you have
suffidient privileges to start system services.

Back Mext Cancel
Click on “Yes”.
ﬁ PowerSyncPro Migration Agent Setup — it
Installing PowerSyncPro Migration Agent (ﬁ

Please wait while the Setup Wizard installs PowerSyncPro Migration Agent.
E PowerSyncPro Migration Agent Setup

Status:
Are you sure you want to cancel?
— @ yousure y

Back Mext Cancel

Click on “Finish”.
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ﬁ PowerSyncPro Migration Agent Setup — *

(ﬁ @ PowerSyncPro Migration Agent Setup

Wizard ended prematurely

PowerSyncPro
PowerSyncPro Migration Agent Setup Wizard ended
prematurely because of an errar. Your system has not been
modified. To install this program at a later time, run Setup
Wizard again. Click the Finish button to exit the Setup
Wizard.

<
@

Event Viewer
e Openeventviewer
e Navigate to Windows logs — Application
e Rightclick on Application and click “Find”.
e SearchforerrorID “1023” to confirm .NET installation issue.

2] Event Properties - Event 1023, .NET Runtime X

General Details

Description: A \MNET application failed. -
Application: DeclarationSoftware.PowerSyncPro.MigrationAgent.exe

Path: C:\Program Files\Declaration Software\ PSP MA

‘\DeclarationSoftware. PowerSyncPro.MigrationAgent.exe

Message: You must install NET to run this application.

App: C\Program Files\Declaration Software\P5P MA v ~
Log Mame: Application

Source: .MET Runtime Logged: 9/13/2023 10:33:08 AM EI
Event [D: 1023 Task Category: Mone

Level: Error Keywords: Classic

User: N/A Computer: W10WSTN-TST-002. psptestsrc.loce

OpCode: Info

More Information:  Event Log Online Help

e Install .NET Desktop runtime - https://dotnet.microsoft.com/en-us/download/dotnet/6.0.
e Once installed, start PowerShell as an administrator.
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e Navigate to C:\SOURCE.
Run .\PSPMigrationAgentinstaller.msi again and follow guide above.

ﬁ Microsoft Windows Desktop Runtime - 8.0.2 (x64) Installer — >

Microsoft Windows Desktop Runtime - 8.0.2 (x64)

Installation was successful

The following was installed at

- Micresoft Windows Desktop Runtime - 8.0.2 (x84)

Resources

Documentation
Release MNotes

Tutorials

MET Core Telemetry

Close

Re-registering the deleted database agent

Force Register

You will need to re-install the workstation agent if the agent record has been manually deleted on
the PSP Server database and the registry settings for the migration agent still exist. The agent needs
to register itself again in order to communicate with the server.

You can also Force Register via the command line installer:

msiexec /i "C:\SOURCE\PSPMigrationAgentInstaller.msi"
PSK="<InsertSharedKeyGeneratedByPSP>" URL=http://<PSPServerName>:5000/Agent

FORCE=1

Run: .\PSPMigrationAgentInstaller.msi
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ﬂ PowerSyncPro Migration Agent Setup — d

(ﬁ @ Welcome to the PowerSyncPro Migration

Agent Setup Wizard

PowerSyncPro
The Setup Wizard will install PowerSyncPro Migration Agent
on your computer. Click Next to continue or Cancel to exit
the Setup Wizard.

<
@ C

Back | Next 1 | Cancel

Choose the specified directory path.

ﬁ PowerSyncPro Migration Agent Setup — >
Destination Folder (-\
Click Mext to install to the default folder or dick Chanage to choose another. Q

Install PowerSyncPro Migration Agent to:

IC:‘Program Files\Dedlaration Software PSP MAY

.\ Bak [ Next | | caneel |

Specify the pre-shared key and PSP URL if not prepopulated
Check “Force Register”
Click “Next”
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ﬂ PowerSyncPro Migration Agent Setup — d

Connection (ﬁ

Please provide the connection options for the Migration Agent

Pre Shared Key: IPF+12UW2PiAJ?+W8RX'I'Iimam 1aXGLIGSPbVIL IEEwZjmTdBhE

PowerSyncPro URL: Ihttp:HPSP-TEST—.APPS.psptesth'g.IomI: 5000/Agent

Force Register

Bak [ Next | | Cancel

Click “Install”.

ﬁ PowerSyncPro Migration Agent Setup — >

Ready to install PowerSyncPro Migration Agent (ﬁ

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Bak [ Instal | | cancel

The installation will commence.
This will re-register the migration agent on the PSP Server.
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ﬂ PowerSyncPro Migration Agent Setup — d

Installing PowerSyncPro Migration Agent (ﬁ

Please wait while the Setup Wizard installs PowerSyncPro Migration Agent.

Status: Starting services

Click “Finish”.

ﬁ PowerSyncPro Migration Agent Setup — >

(ﬁ (ﬁ Completed the PowerSyncPro Migration

Agent Setup Wizard
PowerSyncPro

&

<
@ C

Click the Finish button to exit the Setup Wizard.

PSP Migration Agent Endpoint not allowed on PSP Server Firewall

You receive the following error in the Event Viewer — Windows Logs — Application.
e |tisunable to connectto port 5000 on the PSP Server to register the migration agent.
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4] Event Properties - Event 0, PowerSyncPro Migration Agent X

General Details

Category: Agent AP| -~
Eventld: 0
HttpMethod: POST

Uriz http://psp-test-app3.psptestirg.local:3000/Agent/register
{OriginalFormat}: HTTP {HttpMethod} {Uri}

A transient HTTP error occurred while contacting PSP server. Wait for 4 minute(s), then making

#*
Log Mame: Application
Source: PowerSyncPro Migration Ag Logged: 9/29/2023 11:02:51 AM EI
Event ID: 0 Task Category: MNone
Level: Error Keywords: Classic
User: MNSA Computer: WI10WSTN-TST-003. psptestsrc.locz
OpCode: Info

More Information:  Event Log Online Help

Then you will need to configure / enable an inbound rule.

Create a Firewall Rule

Using command line netsh. From an elevated prompt run:

netsh advfirewall firewall add rule name="PowerSyncPro Agents" dir=in
action=allow protocol=TCP localport=5000-5001

From the Windows Defender Firewall with Advanced Security Ul
e Open Firewall & Network Protection on your PSP Server
e Select “Advanced Settings”
e Select “Inbound Rules”
e Actions-New Rule
e Select “General” tab
e Specify “PowerSyncPro Migration Agent Endpoint” in “Name” field
e Confirm “Allow the connection” is checked under action
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PSPMA Endpoint Properties X

Protocols and Pots ~ Scope  Advanced  Local Principals ~ Remote Users
General Programs and Services Remote Computers

General

T% Name:
|PSPMA Endpoint
Description:

Enabled

Action
=54 (@ Allow the connection
i ﬁ’ () Allow the connection f it is secure

Customize...

(O) Block the connection

[ ok ]| canesl | ooy

e  Switch to “Protocols and Ports”
e Protocol Type:
o TCP
e Localport:
o Specify all relevant Ports e.g.
= These may vary per your own configuration and port choices and if you are
also using other PSP Remote Agents. 5000 is the default minimum for PSP
Migration Agent.

o 5000
e Remote port:
o AllPorts
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PSPMA Endpoint Properties >

General Programs and Services Remote Computers
Protocols and Forts  Scope  Advanced  Local Principals ~ Remote Users

Protocols and ports

wag FProtocol type: |TCF‘ . |
Protocol number:
Local port: |Speciﬁc Ports w |
(5000 |
Example: 80, 443, 5000-5010
Remote port: |AII Ports e |

Example: 80, 443, 5000-5010

Intemet Control Message Protocol Customize...
{ICMP) settings:

[ ok ]| cancel | feply

e Switchto “Scope”
e |ocallP address:

o AnyIP address
e Remote IP address:

o AnyIP address
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PSPMA Endpoint Properties *
General Programs and Services Remate Computers
Protocols and Ports ~ Scope  Advanced Local Principals ~ Remote Users

Local IP address
L ® Any IP address
(O) These IP addresses:
Add...
Edit...
Remove
Remote P address
A (® Any IP address
(O) These IP addresses:
Add...
Edit...
Remove
Ok || cancel || Ampy

e Click “OK”.
e Connectto your PSP Server.
e Clickon URL: http://localhost:5000/migrationAgent/agents to open Agents view.

e Confirm that the migration agent for that desktop has been registered in PSP.

Machine .  Directory Agent Registration Last
Name Name Type Version 05 Version Complete Contact
WI0WSTN-TST- psptestsrc.local Migration 3.0.23222.2  Microsoft Windows 10 Pro ' 17/10/2023
003 Agent (10.0.19045) - 64-bit 14:57

Declaration Software | www.powersyncpro.com | info@powersyncpro.com @
73 Wrest house, Wrest Park, Silsoe, Bedford, England, MK45 4HR ~—r
Company number 12262043



http://www.powersyncpro.com/
mailto:info@powersyncpro.com
http://localhost:5000/migrationAgent/agents

(P\@WerSyncPro

Intune App Deployment

Head to your Intune Portal
https://intune.microsoft.com/#view/Microsoft_Intune_DeviceSettings/AppsWindowsMenu/~/wind

owsApps and select Apps from the left-hand navigator, then Windows | Windows Apps and click
Add.

Select app type

Line-of-business app

Select app type X
Create app
App type
| Line-of-business app R

Line-of-business app

To add a custom or in-house app, upload the app's installation file. Make sure the file
extension matches the app's intended platform. Intune supports the following line-of-business
app platforms and extensions:

Android (APK)

105 (IPA)

macOs (.pka)

Windows (.msi, .appx, .appxbundle, .msix, and .msixbundle)

App package file
Choose the PSPMigrationAgentinstaller.msi

Which MSI?
Be sure to select the correct MSI for your Use Case
e Ifyou are NOT installing the .NET 8.x prerequisites in advance, then you must choose the
self-contained MSI version that is circa 64 MB. This file contains the .NET 8x runtime files.

0 @
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Lpp package file * O
| "PEPMigrationAgentinstaller.msi” |

MName: PowerSyncPro Migration Agent
Platform: Windows

Size: 63.36 MiE

MAM Enabled: Mo

Execution Context: Per-Machine

e Ifyou areinstalling the .NET 8.x prerequisites in advance, then you should use the file thatis
circa 12 MB

App package file X

App packagefile * ©
| "PSPMigrationAgentinstaller.msi” |

MName: PowersyncPro Migration Agent
Platform: Windows

Size: 11.84 MIB

MAM Enabled: Mo

Execution Context: Per-Machine

Command-line arguments

Here you need your pre shared key and end-point URL.
e.g.

e PSK="ntBreUen6HY1ERhy8k27VFv9ZyrQBKWS3WYET2UY/Cw86vrkA95rkb34+ppvnMBc"
e URL="https://pspma.contoso.t2t.dev:8443/Agent"

These should be on one unbroken line e.g.
PSK="ntBreUen6HY1ERhy8k27VFv9ZyrQBKWS3WYET2UY/Cw86vrkA95rkb34+ppvnMBc"
URL="https://pspma.contoso.t2t.dev:8443/Agent"

Command-line arguments PSK="ntBreUenbHY1ERhy8k27TVROZyrQBKWSIWYET2UY /CowBovrkA95 kb 34 +
ppvnMBc" URL="https://pspma.contosot2t.devi8443/Agent”
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Here is an example of configuring PowerSyncPro for an Intune Application Deployment

App information  Review + save

Select file to update * @ PSPMigrationAgentinstaller.msi
MName* (@ PowerSyncPro Migration Agent WITH pre-regs
Description * (T PowerSyncPro Migration Agent

Edit Description

Publisher = (T | Declaration Software Limited

App install context (D)

lgrnore app version (1 Yes m

Command-line arguments PSK="ntBreUen6HY1ERhy8k2 TV FvIZyrQBKWS3WYET2UY/ CwB6vrkADSrkb34+ppy

nMBc" URL="https://pspma.contose t2t.dewv8443/ Agent”

Category (O | Computer management 7

Show this as a featured app in the Yes m
Company Portal (D

Infermation URL (0 | https://powersyncpro.com |
Privacy URL (@ | https://powersyncpro.com |
Developer (@ | Declaration Software Limited |
Owner (1) | |
Motes (1)

Logo (O Change image
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Name Ty Type Status Version Assigned
PowerSyncProa Migration Agent WITH pre-reqs Windows MS| line-of-business app 3.1.242091 Yes
PowerSyncPro Migration Agent without pre-regs Windows MSI line-of-business app 3.1.242991 Yes

You can check the Logs for any installation errors
"C:\ProgramData\Microsoft\IntuneManagementExtension\Logs\IntuneManagementExtension.log"

IMPORTANT NOTE:
Intune Required App v Available App for enrolled devices
If you are using Intune to push out the PowerSyncPro Migration Agent, then there is a possibility it

could be uninstalled / removed during the execution of the migration agent part way through, and
your migration will fail to complete

Microsoft Intune admin center

E Home > Apps | Windows > Windows | Windows apps > PowerSyncPro Migration Agent

A Home Edit application

4] Dashboard Windows M5l line-of-business app

= All services

LH Devices Assignments  Review + save

S Apps Required ()

‘ Endpoint security

Reports Group mode Group

a Users @ Included Al users

- 1 Groups + Add group @ + Add all users (T + Add all devices ©

¥ Tenant administration

Available for enrolled devices
Fe Troubleshooting + support

Group mode Group

Na assignments

If the Intune App deployment is configured under assignments as “Required” then when a device is
de-registered from the Source Intune/Entra as part of a migration, the PowerSyncPro application
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will be uninstalled. Please thoroughly end-to-end test your migration in advance of a
production roll-out.

If you are seeing this issue, then you can consider packaging the agent as a “Windows app (Win32)”

or contact support for a pre-migration command that can be executed to block the application
from being uninstalled.
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Windows app (Win32)

App information Edit

Mame

Description

Publisher
App Version
Category

Show this as a featured app in the
Company Portal

Information URL
Privacy URL
Developer
Chwner

Motes

Logo

Program Edit

Install command

Uninstall command

Installation time required (mins)
Allow available uninstall

Install behavior

Device restart behavior

Return codes

PSPMA WITH pre-regs

PowerSyncPro Migration Agent

osL
3.1.24299.1

Mo Category
Mo

Mo Information URL
Mo Privacy URL

Mo Developer

Mo Owner

MNo Motes

Mo loge

msiexec /i "“PSPMigrationAgentinstaller.msi” fgn
PSK="ntBreUenbHY 1ERhy8k2 VRO rQBKWSIWYET2ZUY//CwB0vrkADSrkb34+
ppvniBc" URL="https://pspma.contosot2t.dev:8443/Agent”

msiexec /x "[TATIA325-E4EF-4F04-05F3-COF426E0ESAFY fgn
&0

Yes

Systemn

App install may force a device restart

0 Success

1707 Success
3010 Soft reboot
1641 Hard reboot
1618 Retry
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Requirements Edit

Operating system architecture wbd

Minimum operating system Windows 10 1607

Disk space required (MEB) Mo Disk space reguired (ME)

Physical memory required (ME) Mo Physical memary required (ME)

Minimum number of logical processors Mo Minirnum number of logical processors required
reguired

Minimum CPU speed required (MHz) Mo Minirnum CPU speed required (MHz)

Additional requirement rules Mo Additional requirement rules

Detection rules Edit

Rules format Manually configure detection rules
Detection rules File C:\Program Files\Declaration Software PSP MAY

Dependencies Edit

Dependencies Mo Dependencies

Supersedence Edit

Supersedence Mo Supersedence
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